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Abstract - The watermarking process is performing arts of hiding
a message related to a digital signal (i.e. an audio, video and
image) within the signal itself. Watermarking applications are
copyright control, broadcast monitoring and device control. The
image authentications are classified into two types. They are
signature-based and fragile watermarking schemes. Signature-
based schemes are the host image which is applied to the hash
function and hashed result is encoded using a public key
cryptosystem to produce the output signature. The fragile-based
scheme present watermark bits which are embedded into the host
image in order to check the integrity and authenticity without the
need to store additional data. The projected scheme is present a
secure Semi-Fragile Watermarking for color images against
geometric attacks. The color image transformation is done to
HSV color space, suiting to the corresponding color band. Each
color band channel is divided into 4x4 non-overlapping blocks
and each 2x2 sub block is selected. The actions for color image
watermarking are embedding, verification and recovery. The
semi-fragile watermark distribution is done with a private key to
have a secure mapping of blocks. This method handled
subjective and objective Perceptron for watermark images and
geometric attacks. The performance measure of proposed semi
fragile watermarking on color images are done with following
metrics are watermark image size, original image size, geometric
transformation rate, PSNR of watermarked images and average
mean square error rate.

Key Terms: Semi-Fragile Watermark, Color Image Watermark,
Geometric Attacks.

I INTRODUCTION

Image processing is a technical method handles to translate
an image into digital form and executed in various
processes, in order to obtain an improved image or to take
some valuable information from the image processing.
Digital Watermarking is a technique of protecting the
digital media in embedding extra information called digital
signature or watermark into the digital substances such that
it can be discovered, extracted later to make an assertion
about the multimedia data. A watermark is automated an
arbitrary signal, a significant message logo that can be used
for ownership secure, copy control and authentication. In
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regulate to watermarking as a method of exclusive rights
secure, high level of strength and decrease the visibility
should be guaranteed, and single authorized users should
expand access to the watermark data. Semi-fragile
watermark fragile to malicious alterations while forceful to
incidental exploitations is drawing one or more attentions in
image authentication. Selective authentication utilizes the
methods based on semi fragile watermarking or image
content signatures to produce few type of strength against
particular and desired exploitations.

. PROTECTION OF SEMI-FRAGILE
WATERMARKING FOR COLOR IMAGES
AGAINST GEOMETRIC ATTACKS

In this work plan a secured semi-fragile watermarking
technique for colored images against geometric attacks.
This method is mostly handled for copy right security in
which the objective of watermark is to maintain low level
all types of issues that mean to avoid the watermark while
securing the perceptual worth of the original media.

Secured Semi-Fragile Watermarking
Scheme
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Fig: 2.1. Architecture Diagram of Protection of semi-fragile
watermarking scheme
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This method improves the subjective and objective
perception of the watermarked images. Secure of semi-
fragile watermarking procedure are embedding, verification
and recovery. The final is used for data authentication and is
perceptive to any type of processing that may transpire. A
fragile watermark is especially perceptive and planned to
discover all possible change in a marked image, but in most
multimedia applications, minor data modifications are
suitable as long as the content is authentic. A semi-fragile
watermark is forceful to suitable content protecting
managements such as lossy compression while fragile to
malicious distortions such as content alteration.

The protection of semi-fragile watermarking scheme is
divided into three phases are:

a) Color Image Watermarking

b) Embedding and Verification

¢) Recovery against Geometric Attacks
a) Color Image Watermarking

To determine the security issues of color image, an
efficient, robust and invisible color image watermarking
method. This method embeds the watermark from cover
image in (Red, Green, Blue) RGB space. The key color
image in RGB color space is transformed to HSV color
space.

The Color image watermark generation process is

Selecting all channels

Divide the image into non-overlapping blocks

Set two LSBs of its each sub block to zero

Compute the average intensity mean of block and sub-
block

e Encode it six to eight binary bits.

Once embedding process is done for concatenate all the
channels and transform the images from HSV domain to
RGB by taking inverse transform to obtain watermarked
image.

b) Embedding and Verification

The embedding space is created by setting two LSBs of
chosen sub-block to zero, which hold the authentication and
recovery information. Select the channel of image is divide
into non overlapping 4x4 blocks perform a secure mapping
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of blocks with a private key. Embed watermark into each
mapped 4x4 block’s and 2x2 sub-block two LSBs of HSV
channel. For verification of semi-fragile watermark
identification parity bits are computed for each 2x2 sub-
block. Watermark color image is transformed from RGB to
HSV color. Select the channel divide its 2x2 sub-blocks to
extract the authentication and parity bits from designated
LSBs. After extraction of desired bits from channel, set the
two LSBs to zero. Compare the process of extracted and
generated parity bits, if they found same tested image is
authentic otherwise tampered.

c) Recovery against Geometric Attacks

This method provides robust and geometric invariant
watermarking scheme using block histogram and intensity-
level histograms. For recovery process is intensity mean of
each 2x2 sub-block is computed and encoded up to six to
eight bits depending upon color band channel selection. For
forged image identify those blocks that are tempered by
setting their pixels value to zero. Size of sub-block is
suitable for correct localization of color components in
watermarked image and fast computation resist against
geometric attacks. In case of HSV channel assign the earlier
computed intensity mean in verification phase to the
tampered block of each pixel. The target block hold the
source block information is determined by executing 2D-
Torus automorphism using a private key to have secure
mapping of blocks. The perceptibility of watermarked
image is high and PSNR value for all the tested images is
greater than 42 db. The recovery against geometric attack is
correctly localizes the tampering with full recovery of the
original work.

Il PERFORMANCE METRICS

In this section evaluate the performance of secured semi-
fragile watermarking is done for color images against
geometric attacks through Matlab environment. One of the
major contributions of this work is protecting semi-fragile
watermarking for colored images and geometric attacks.
The performance metrics of the parameters is watermark
image size, original image size, geometric transformation
rate, PSNR of watermarked images and average mean
square error rate.

The performance metrics are

e  Geometric transformation rate
e PSNR of Watermarked Images
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e Average Mean Square Error Rate
3.1. Geometric transformation rate

It is view that evaluation with the rate of geometric
transformation can be effectively working in interframe
codes to compensate problem. Dissimilar the conventional
evaluation method that simply compensates translational
motion, the transformation process facilitates very precise
matching of non-uniform changes between images. But,
high level sequences of images cannot be encoded among
vectors alone. Although the fractional pixel accuracy of the
geometric  transforms compensation few errors do
accumulate.

Table: 3.1. Watermark Image Size Vs Geometric
Transformation Rate (%)

Watermark Geometric Transformation Rate (%)
Image Size | GIAT (Existing) | SSFW (Proposed)

10 60 79
20 58 77
30 55 76
40 53 73
50 50 71
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Fig: 3.1. Watermark Image Size Vs Geometric
Transformation Rate (%)

Figure: 3.1 Demonstrate the rate of Geometric
Transformation. X axis represents the watermark image size
whereas Y axis denotes the Geometric transformation rate
using both the Grayscale Image Authentication and Tamper
detection (GIAT) Technique and our proposed Secured
Semi-Fragile Watermark (SSFW) Technique. When the
watermark image size increased, geometric transformation
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rate gets increases accordingly. The rate of geometric
transformation is illustrated using the existing GIAT and
proposed SSFW Technique. Figure 3.1.shows Dbetter
performance of Proposed SSFW method in terms of image
size than existing GIAT and proposed SSFW. The Secured
Semi-Fragile Watermark (SSFW) Technique achieves 15 to
25% high performance of geometric transformation rate
variation when compared with existing system.

3.2. PSNR of Watermarked Images

The value metric is based on PSNR. One commonly used
measure to estimate the imperceptibility of the watermarked
image is the peak signal to noise ratio (PSNR). The reality
that the interpolation process is analyzed for all resample
pixel, the multiplication operations build up to be an
exclusive computation. Thus, the number of multiplication
operations has to be kept to a minimum.

Table: 3.2. Watermark Image Size Vs PSNR of
Watermarked Images (%)

0,
Watermark PSNR of Watermarked Images (%)
Image Size G_lA_T SSFW
(Existing) (Proposed)
10 48 36
20 56 45
30 67 54
40 79 68
50 84 71
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Figure: 3.2. Watermark Image Size Vs PSNR of
Watermarked Images (%)
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Figure: 3.2. Demonstrate the PSNR of watermarked images.
X axis represents the watermark image size whereas Y axis
denotes the PSNR of watermarked images using both the
Grayscale Image Authentication and Tamper detection
(GIAT) Technique and proposed Secured Semi-Fragile
Watermark (SSFW) Technique. When the watermark image
size increased, PSNR of watermarked images gets decreases
consequently. The PSNR of watermarked images is
illustrated using the existing GIAT and proposed SSFW
Technique. Figure 3.1.shows better performance of
Proposed SSFW method in terms of image size than
existing GIAT and proposed SSFW. The Secured Semi-
Fragile Watermark (SSFW) Technique achieves 10 to 15%
high performance of PSNR of watermarked images
variation when compared with existing system.

3.3. Average Mean Square Error Rate

They are subjective evaluation and objective valuation,
respectively. Both of them obey the following assumption:
In the holder of incidental attack, most of the watermark
error pixels are isolated on the difference image or the
extracted watermark.

Table: 3.3. Watermark Image Size Vs Average Mean
Square Error Rate (%)

Watermark Average Mean Square Error Rate (%)
Image Size  ["GJAT (Existing) | SSFW (Proposed)
10 45 40
20 49 45
30 53 50
40 58 53
50 61 59

Figure: 3.3. Demonstrate the average mean square error
rate. X axis represents the watermark image size whereas Y
axis denotes the Average Mean Square Error rate using both
the Grayscale Image Authentication and Tamper detection
(GIAT) Technique and proposed Secured Semi-Fragile
Watermark (SSFW) Technique. When the watermark image
size increased, average mean square error rate gets
decreases accordingly. The rate of mean square is illustrated
using the existing GIAT and proposed SSFW Technique.
Figure 4.3.shows better performance of Proposed SSFW
method in terms of image size than existing GIAT and
proposed SSFW. The Secured Semi-Fragile Watermark
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(SSFW) Technique achieves 5 to 10% high performance of
rate of mean square error variation when compared with
existing system.

g 70 1
o
= 60
L i
) 50
©
58 4907 B GIAT
c LJ 30 7 (Existing)
ST 20 +
P W SSFW
%’, 10 11 N (Proposed)
qL_) 0 -+ T T = T T
>
< 10 20 30 40 50
Watermark Image Size

Figure: 3.3. Watermark Image Size Vs Average Mean
Square Error Rate (%)

V. CONCLUSION

This paper proposes a robust and geometric attack
watermarking scheme using block histogram and intensity-
level histograms. The give color image is first transformed
from RGB color space capable for watermarking based
applications. Authentication and parity bits are computed
for each sub-block. The performance of planned semi
fragile watermarking on color images are done with
following metrics through the Matlab environment. In
future work to extend the process of watermark embedding
and extraction process will be improved and upgraded.
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