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Abstract - The communication system has it maximum
vulnerability at the physical layer and the noises introduces
during the transmission of signal through channel and the
security from noises and the interferences need to be establish to
make system performance better and better. The bit error rate is
the figure of merit to check system from end-to-end, and in this
paper the proposed methodology is adopted to reduce the BER to
certain optimum level than the previous one. The proposed
methodology improving the OFDM based wireless system
integrating with the BPSK modulation scheme and Alamouti
encoding, and such proposed combination makes system better
in terms of bit error. The optimum BER achieved is 2x10°°.

Keywords - Physical Layer Security, Channel Estimation, BPSK
and QAM-Modulation.

I INTRODUCTION

Research on digital communication systems has been
greatly developed in the past few years and offers a high
quality of transmission in both wired and wireless
communication environments. Coupled with advances in
new modulation techniques, Orthogonal Frequency
Division Multiplexing (OFDM) is a well-known digital
multicarrier communication technique and one of the best
methods of digital data transmission over a limited
bandwidth.

Digital communication system is a system in which
information is conveyed from one point to another by using
a finite set of discrete symbols. This system has been the
subject of numerous research over the past fifty years of its
introduction. As such, during the last three decades, the
development and use of digital communication systems, has
extensively increased and are still becoming more and more
attractive due to the ever increase in demand for data
communication, ease of regeneration of digital signals, high
flexibility and availability of options for data processing in
comparison to analogue transmission [1, 2]. Block diagram
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of a typical digital communication system is shown in Fig.
1.1.
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Fig. 1.1 A standard digital communication system

When a digital signal or so called ideal binary digital pulse,
propagates along a digital transmission line as depicted in
Figure 1.2, two basic mechanisms greatly affect the shape
of the waveform by degrading the pulse shape as a function
of line length [2]: (i) As all transmission lines and circuits
have some non-ideal frequency transfer function, there is a
distorting effect on the ideal pulse; and (ii) Unwanted
electrical noise or other interferences further distort the
pulse waveform.

Circuits responsible for performing this function at regular
intervals along a digital transmission system are known as
regenerative repeaters [2]. One of the main advantages of
digital communication systems is that they are less subject
to distortion and interference, in comparison to analogue
communication systems, as binary digital circuits operate in
one of the two states (i.e. state 0 or 1) and hence disturbance
must be large enough to change the circuit operating point
from one state to the other. Such two-state operating
systems ease signal regeneration and thus prevent noise and
other disturbances from accumulating in transmission. In
addition, with digital techniques, extremely low error rates
producing highly reliable signals are possible through error
detection and correction [2]. In addition to the mentioned
advantages, digital communications has some other
important advantages as follows:
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 Digital circuits available in digital communications are
reliable and can be produced at low cost

¢ Digital hardware lends itself to flexible implementation

e Digital communication techniques offer themselves
naturally to signal processing functions that protect
against interference and jamming, or that provide
encryption and privacy

e A great deal of data communication can be carried out,
from computer to computer, or from digital instruments
or terminal to computer. Such digital terminations are
naturally best served by digital communication links

Digital communication systems need to allocate a
significant share of their resources to the task of
synchronization at various levels. Despite all the
advantages, there exist one main disadvantage of facing
degradation, as value of Signal-to-Noise Ratio (SNR) drops
below a certain threshold, the quality of service can change
from very good to very poor [2].

1. OFDM COMMUNICATION SYSTEM

Among the techniques that have been used to design a
digital communication system, Orthogonal Frequency
Division Multiplexing (OFDM) has been referred to as one
of the most advantageous technique. OFDM systems have
been widely recognised as a bandwidth efficient
transmission technique for wireless communications. This
multicarrier transmission technique has been gaining more
and more interest from communications and signal
processing communities [3].
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The main idea of these systems is that the whole bandwidth
is divided into much smaller sub-bands whilst preserving
orthogonality between the bands, using Fast Fourier
Transform (FFT) and its inverse (IFFT). The main
motivation of this band division is to mitigate the Inter
Symbol Interference (ISI) problems associated with the
wide-band transmissions available in frequency selective
channels [4].

OFDM is sometimes referred to as a frequency-domain
approach to communications, and has important advantages
when dealing with the frequency-selective nature of high
data rate communication channels. In addition, it benefits
from a high spectral efficiency, simple implementation,
strong multipath tolerance, robust against narrowband co-
channel interference and channel fading etc. Moreover, one
of the main advantages of using OFDM technique is that the
transmission signal is affixed with the cyclic prefix (CP),
assisting it in counteracting the effects of delay.

I1. PROPOSED METHODOLOGY

The physical layer security from the noise and interference
attacks can be reduced by estimating the channel and
adopting the respective counter techniques as per the nature
of the system as well as physical channel(layer). The certain
techniques will help to make security against the noises
better and reduce their effects on the final outputs. In this
paper the OFDM based system is used which is already
better wireless system, here multiple input multiple output
(MIMO) is integrated with the OFDM to make system little
bit better in terms of recovery of the signal at receiver side.
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Fig. 3.1 Block Diagram of Proposed Methodology

1JSPR | 58



INTERNATIONAL JOURNAL OF SCIENTIFIC PROGRESS AND RESEARCH (lJSPR) ISSN: 2349-4689

Volume-11, Number - 02, 2015

The system is equipped with the BPSK or m-QAM
modulation techniques so that the signal can be processed in
protected manner at transmitter itself. The modulated signal
is further encoded with the Alamouti encoding which is an
added security to the signal. The following system
arrangement recover signal significant lower error at the
output because of modulation and Alamouti encoding with
OFDM-MIMO system. The block diagram is shown in the
Fig. 3.1.

The above mentioned system is executed on the simulation
tool and its flow of execution is shown with the help of flow
chart of the algorithm in Fig. 3.2. The flow of information
through various stages and changes briefly mentioned in the
chart.

The steps are as follows:

a. Start of simulation

b. Create simulation environment with the help of
variable declaration and system variables

¢. Generate data to transmit through system (to evaluate
system)

d. Modulate data either with BPSK or with m-QAM
technique (for different performance)

e. Convert signal from serial to parallel (OFDM Symbol
conversion)

f.  Encode symbols with Alamouti Encoding Technique

g. Perform IFFT operation(OFDM Modulation)

h. Adding Cyclic Prefix (Extra information to the signal)

i. Normalize the multipath channels

j. Transmit through AWGN channel which is encountered
with the noises during transmission

k. Now the received signal is processed to remove added
Cyclic information

I. Perform FFT operation (OFDM Demodulation)

m. Decode the signal with Alamouti Decoding

n. Demodulate signal with BPSK or m-QAM respectively

0. Convert parallel signal to serial (OFDM symbol to
data stream)

p. Calculate Bit Error Rate(BER)
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g. Compare results of different modulation techniques as

well as making changes in system parameter like FFT
size subcarrier length, and symbol length(shown in the
result section)

r. End of simulation process
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I

Generate Data to transmit Over
Communication System

I

| Apply BPSK/M-QAM Modulation

l

Forming Multiple OFDM Symbols
(Serial to Parallel Conwersion)

| Applying Alamouti Encoding |

| OFDM Modulation (IFFT) |

| Adding Cyclic Prefix |
| Normalized Constant Multipath Channel |

I

Generate Received Signal after passing
through AWGN Channel and Add Noises

| Remowe Cyclic Prefix |

l

| OFDM Demodulation (FFT) |

| Alamouti Decoding and Equalization |

I

| BPSK/M-QAM Modulation

| Parallel to Serial Conversion |

I

| Bit Error Rate Calculations |

l

| Compare and Display Results

End

Fig. 3.2 Flow chart of proposed system algorithm
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V. SIMULATION RESULTS

The detailed explanation of the proposed system algorithm
is done in the previous section, and the results are shown in
this section.

The results are calculated between signal to noise ratio in
decibal (SNR in dB) and bit error rate(BER) with three
different modulation techniques, i.e. BPSK, and m-QAM. m
is taken 8 and 16 for better results other configurations are
not giving optimum values. The system parameter are also
changed to analyze the behavior of the system to make out
optimum combination of parameter for lower bit error
rate(BER).

In Fig. 4.1 system is evaluated with BPSK, 8-QAM and 16-
QAM modulation with 100 symbols and 64-subcarriers and
found BER's optimum value 2x10° with BPSK modulation.
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Fig. 4.1 BER performance of the system with 100 symbols
and 64 subcarriers

Rerformance of OFDM MIMO System using 100 Symbols and 128 Subcarriers
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Fig. 4.2 BER performance of the system with 100 symbols
and 128 subcarriers
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In Fig. 4.2 system is evaluated with BPSK, 8-QAM and 16-
QAM modulation with 100 symbols and 128-subcarriers
and found BER's optimum value 3x10° with 8-QAM
modulation.

g’erformance of OFDM MIMO System using 200 Symbols and 64 Subcarriers
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Fig. 4.3 BER performance of the system with 200 symbols
and 64 subcarriers

In Fig. 4.3 system is evaluated with BPSK, 8-QAM and 16-
QAM modulation with 200 symbols and 64-subcarriers and
found BER's optimum value 1.5x10° with BPSK
modulation.
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Fig. 4.4 BER performance of the system with 200 symbols
and 128 subcarriers

In Fig. 4.4 system is evaluated with BPSK, 8-QAM and 16-
QAM modulation with 200 symbols and 128-subcarriers
and found BER's optimum value 6x10° with BPSK
modulation.
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Rerformance of OFDM MIMO System using 200 Symbols and 512 Subcarriers

R =" 2 ‘
- 4= —8— BPSK simulation
—=©— 8-QAM Modulation
= —&— 16-QAM Modulation []
10*
N
S\
\
B\
Q -2
g 10 N}
£ L\
<] \\
= )
& 10°
N\
1\
A\
10* \
\
i}
10°
0 5 10 15 20 25 30 35

SNR (dB)

Fig. 4.5 BER performance of the system with 200 symbols
and 512 subcarriers

In Fig. 4.5 system is evaluated with BPSK, 8-QAM and 16-
QAM modulation with 200 symbols and 512-subcarriers
and found BER's optimum value 2.3x10° with BPSK
modulation.

V. CONCLUSION AND FUTURE SCOPE

From the simulation results it can be analysed that the
OFDM based system integrated with multiple input multiple
output (MIMO) technology and BPSK or m-QAM
modulation with equipped with Alamouti encoding scheme
made system'’s physical layer more secure than the previous
techniques. The optimum performance of the system is
1.5x10"° with 200 symbols and 64 subcarriers utilizing
BPSK modulation. The improvement in the physical layer
security can be further enhanced with the other complex
encoding techniques or the effect of noises also can be
reduced by the utilization of the digital filter at the receiver
side.
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