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Abstract - Key generation and key authentication provide a 
security facility for storage a data over cloud network. The data 
storage over cloud network process involved multiple servers and 
required multiple key authentication process. The multiple key 
authentication process degraded the performance of cloud 
network. And the process of key generation and key 
authentication take more time and invites man in middle attack 
and cloud data threat by third party. Security in Cloud computing 
can be addressed in many facets viz. authentication, integrity, 
confidentiality etc. Data integrity or correctness, one of most 
challenging aspects in Cloud computing, is the issue related to 
Cloud user’s worry about alteration/deletion in his data stored 
remotely. In this dissertation proposed a key generation and key 
distribution technique for the user and server for authentication 
of data. The key generation technique adopts the mechanism of 
binary digit shift with the operation of XOR and much more 
arithmetic operation. The process of key distribute in the form of 
session along with authentication. The named of algorithm is 
cyclic shift key generation because the process of key path 
automatically shift in the form of next key value. For the 
validation of proposed algorithm used MATLAB software and 
used different size of file for the process of encryption and 
decryption. Our execution time is reduces instead of AES, 
Blowfish and cryptography algorithm. 

Keyword: - Cloud Storage, Security key. 

I.  INTRODUCTION 

Cloud data storage and access of data faced a big security 
issue in concern of security and validation of user 
authentication. For the authentication of user used various 
cloud security model. All cloud security model used 
cryptography technique for the generation of key for access 
of data and retrieval of data[1]. The generation of key 
handles by server and take more time for the generation of 
key and access of data. Now key generation and handling of 
key in cloud computing is big issue. Now a day’s various 
authors used various key distribution and key authentication 
technique such as AES, DSS, RSA ECA and many more 
technique for the grouping of key. The process of key 
generation take more time and invite many man and middle 
attack on the time of retrieval of data[2]. Now for the 
minimization of time in key generation policy is big issue. 
There are many types of access control mechanisms in 
different systems, but the main idea is controlling read and 

write access, which fall under confidentiality, and besides 
that, ensuring data integrity. Finally it is also important that 
the stored data is always available, but it is solely the task of 
the server to provide availability for the data. Key is 
important aspect for maintaining security[3,4]. e.g 
maintaining security of home, maintaining security of data. 
Cryptography key can be used to keep the data confidential 
from the others. e.g. Symmetric key or asymmetric key. So if 
there are multiple users in the system, key management 
system (KMS) have to create the key for each user, distribute 
it to the users. If the key is crashed, KMS has to recover the 
key. If key is not being used, KMS has to delete the key. Key 
is associated with the metadata. Metadata contains 
information about Key label, Key identifier, Key life cycle 
states, cryptographic algorithm, and parameters for the key, 
length of key, key usage count[6,7]. Key life cycle contains 
various states such as creation, initialization, full distribution, 
active, inactive and termination. Key management is the set 
of techniques involves generation, distribution, storage, and 
revoking, verifying keys. Key management can be applied to 
Cloud Infrastructure[9,10].  

Section-II gives the information of cyclic shift key. In section 
III discuss the proposed method. In section IV discuss the 
discuss experimental analysis. Finally, in section V 
conclusion and future scope. 

II. CYCLIC SHIFT KEY 

Let x be a block of n bits. A cyclic shift to the left by m bits 
is performed by taking the first m bits from the left side of 
the block and attaching them to the right side. Accordingly, a 
cyclic shift to the right by m bits is performed by taking the 
first m bits from the right side and attaching them to the left 
side[14,16]. Table 4. 1 shows the multiplication of '03' and it 
is followed by Table 4.1 which shows that by using cyclic 
shift operation, then XOR by the number itself, it Will 
produce the same result as Table4.1. 

TABLE 1: Finite Field multiplication of '03' in binary and 
hexadecimal 
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So that for '0E','0D','0B' and '09' finite field multiplication: 

'0E' = (((A<<1) XOR A) <<1) XOR A) << 1 

'0D' = ((A<<1) XOR A) <<2) XOR A 

'0B' = (A<<1) XOR A) XOR (A<<3) 

'09' = ((A << 3) XOR A) 

It was found that in new approach technique, GF (2^8) 
multiplications, which is the best method that can be 
implemented by table look-up has been replaced by cyclic 
shift and XOR operation. 

A session key is a single-use symmetric key used for 
encrypting all messages in one communication session. A 
closely related term is content encryption key (CEK), traffic 
encryption key (TEK), or multicast key which refers to any 
key used to encrypt messages, as opposed to other uses, like 
encrypting other keys (key encryption key (KEK) or key 
wrapping key). Session keys can introduce complication into 
a system, normally to an undesirable end also help with some 
real problems. 

III. LITERATURE WORK 

In this section discuss the related work to data storage with 
key management technique for storing and retrieving of data. 

[1] In this paper, author presented key management 
taxonomy for cloud computing. they compare key 
management methods by taking parameters such as 
scalability, fault tolerance etc. they apply key management 
approaches to various cloud scenarios. for data storage They 
identify the applications and suitable key management 

approaches. We compare various key management 
approaches by applying it to various cloud environments. 
Finally we analyzed which symmetric key algorithm is faster 
so that it may not violate the characteristics of cloud 
computing such as on demand access, elasticity and 
measured service etc. Our future work is to implement 
suitable key management method for particular cloud 
environment and do the performance analysis. [2] In this 
paper presents a brief survey on cloud computing and the 
details are some authors even speak of a new technology that 
offers IT resources and services over the Internet. The 
technology analysts at Gartner see cloud computing as a so-
called “emerging technology “on its way to the hype 
[7].When looking at the number of searches for the word pair 
“cloud computing” undertaken with the Google search 
engine one can get a feeling of the high interest on the topic. 
Even terms like “outsourcing”, “Software-as-a-Service 
(SaaS)” or “grid computing” have already been overtaken.  
Cloud Computing is becoming a well-known buzzword 
nowadays. In simple terms Cloud computing is where 
software applications, processing power, data and potentially 
even artificial intelligence are accessed over the Internet. 
Many private individuals now regularly use an online e-mail 
application such as Gmail, Yahoo Mail or Hotmail. 
Exchanging messages and sharing photos and video on social 
networking sites like Face book is now also very common. 
[3] In this paper, author utilize and uniquely combine the 
public key based homo morphic authenticator with random 
masking to achieve the privacy-preserving public cloud data 
auditing system, which meets all above requirements. To 
support efficient handling of multiple auditing tasks, we 
further explore the technique of bilinear aggregate signature 
to extend our main result into a multi-user setting, where 
TPA can perform multiple auditing tasks simultaneously. 
Extensive security and performance analysis shows the 
proposed schemes are provably secure and highly efficient. 
[4] In this paper author discuss about the design of access 
control for the user and the description are access control 
protocol had designed through adding key management and 
generate object, user identification object. The more secure 
access control module had designed with user’s private 
identification value on personal cloud circumstances. Also 
designing key management protocol authorizes the user with 
transferring appropriate key after user identification. we will 
design the same protocol such as Identification, 
Communication, Authorization, Key generating for each user 
through thorough design of suggested protocol so the studies 
for the efficiency and security with existing system is 
required. In conclusion, the study about the compatibility 
with existing cloud system that lots of users are using is 
essential.  [5] In this paper author present a survey of cloud 
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computing, highlighting its key concepts, architectural 
principles, state-of-the-art implementation as well as research 
challenges. The aim of this paper is to provide a better 
understanding of the design challenges of cloud computing 
and identify important research directions in this increasingly 
important area. they surveyed the state-of-the-art of cloud 
computing, covering its essential concepts, architectural 
designs, prominent characteristics, key technologies as well 
as research directions. As the development of cloud 
computing technology is still at an early stage, we hope our 
work will provide a better understanding of the design 
challenges of cloud computing, and pave the way for further 
re-search in this area. [6] In this paper author gives the 
details about the security system and their challenges in 
cloud computing system and the details are, key security 
considerations and challenges which are currently faced in 
the Cloud computing industry are highlighted. While current 
offerings explore trail-and error control methods, a great deal 
of investment must be made in the managing security around 
this evolving technology. The Cloud Security Alliance [9] is 
one such organization. It is a non-profit organization formed 
to promote the use of best practices for providing security 
assurance within Cloud computing, and provide education on 
the uses of Cloud computing to help secure all other forms of 
computing. By following guiding principles discussed in this 
paper, a great deal of insecurities may be easily expelled, 
saving business owners’ valuable time and investment. 
Cloud computing has the potential to become a frontrunner 
in promoting a secure, virtual and economically viable IT 
solution and future work and progress lies in standardizing 
Cloud computing security protocols.   [7] In this paper, 
author presented a selection of issues of Cloud Computing 
security. We investigated ongoing issues with application of 
XML Signature and the Web Services security frameworks 
(attacking the Cloud Computing system itself), discussed the 
importance and capabilities of browser security in the Cloud 
Computing context (SaaS), raised concerns about Cloud 
service integrity and binding issues (PaaS), and sketched the 
threat of flooding attacks on Cloud systems (IaaS).[8] In this 
paper, author depicted the principles of identity-based 
cryptography and hierarchical identity-based cryptography 
and find the properties of HIBC fit well with the security 
demands of cloud. They proposed to use federated identity 
management and HIBC in the cloud and depicted how can 
the system generate and distribute the public and private keys 
to users and servers. Compared with the current Ws-Security 
approach, we can see our approach has its advantages in 
simplifying public key distribution and reducing SOAP 
header size. Also we showed how the users and servers in the 
cloud can generate secret session key without message 
exchange and authenticate each other with a simple way 

using identity-based cryptography. Also we can see the key 
escrow problem of identity-based cryptography can be 
restricted with HIBC approach.   

[9] In this paper, author describe about the cloud computing 
and their security system the details are Cloud computing is a 
disruptive technology with profound implications not only 
for Internet services but also for the IT sector as a whole. 
Still, several outstanding issues exist, particularly related to 
service-level agreements (SLA), security and privacy, and 
power efficiency. As described in the paper, currently 
security has lot of loose ends which scares away a lot of 
potential users. Until a proper security module is not in 
place, potential users will not be able to leverage the 
advantages of this technology. This security module should 
cater to all the issues arising from all directions of the cloud. 
Every element in the cloud should be analyzed at the macro 
and micro level and an integrated solution must be designed 
and deployed in the cloud to attract and enthrall the potential 
consumers. Until then, cloud environment will remain 
cloudy. [10] In this paper author discuss important concepts 
related to EHR sharing and integration in healthcare clouds 
and analyze the arising security and privacy issues in access 
and management of EHRs. They describe an EHR security 
reference model for managing security issues in healthcare 
clouds, which highlights three important core components in 
securing an EHR cloud. We illustrate the development of the 
EHR security reference model through a use-case scenario 
and describe the corresponding security countermeasures and 
state of art security techniques that can be applied as basic 
security guards. 

IV. PROBLEM IDENTIFICATION 

Cloud data storage and access of data faced a big security 
issue in concern of security and validation of user 
authentication. For the authentication of user used various 
cloud security model. All cloud security model used 
cryptography technique for the generation of key for access 
of data and retrieval of data. The generation of key handles 
by server and take more time for the generation of key and 
access of data. Now key generation and handling of key in 
cloud computing is big issue. Now a day’s various authors 
used various key distribution and key authentication 
technique such as AES, DSS, RSA ECA and many more 
technique for the grouping of key. The process of key 
generation take more time and invite many man and middle 
attack on the time of retrieval of data. Now for the 
minimization of time in key generation policy is big issue. 
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There are many types of access control mechanisms in 
different systems, but the main idea is controlling read and 
write access, which fall under confidentiality, and besides 
that, ensuring data integrity. Finally it is also important that 
the stored data is always available, but it is solely the task of 
the server to provide availability for the data. To sum up, we 
can have three levels of access permission to the stored data: 

1. Verifying the integrity of the stored data  
2. Verification and read access to the stored data 
3. Verification read and writes access to the stored 

data. 

To achieve a system that covers the above specifications for 
access control, we use cryptography. By using cryptography 
we can perform the operations locally on the client, which 
additionally increases the security level. For data 
confidentiality, symmetric encryption can be used, and for 
data integrity, asymmetric encryption can be used. In one of 
the coming sections (section 3.3), we would discuss about 
why it would be reasonable to use both encryption 
mechanisms. The owner of the stored data has of course all 
three access permissions, because he has created all three 
keys, but by distributing keys as required, he can grant 
different access permission other users. So this mechanism is 
best suited to be used in constructing the basis for the Secure 
Access Control system.   

As specified above, we know that the main difference 
between the specified mechanism and other available 
mechanisms is that here the security operations can be 
performed. 

Cloud Computing is not just a third party data warehouse. 
The data stored in the cloud may be frequently updated by 
the users, including insertion, deleting, modification, 
appending, reordering, etc. To ensure storage correctness 
under dynamic data update is hence of paramount 
importance. However, this dynamic feature also makes 
traditional integrity insurance techniques futile and entails 
new solutions. Last but not the least, the deployment of 
Cloud Computing is powered by data centers running in a 
simultaneous, cooperated and distributed manner. Individual 
user’s data is redundantly stored in multiple physical 
locations to further reduce the data integrity threats. 
Therefore, distributed protocols for storage correctness 
assurance will be of most importance in achieving a robust 
and secure cloud data storage system in the real world. 

These techniques, while can be useful to ensure the storage 
correctness without having users possessing data, cannot 

address all the security threats in cloud data storage, since 
they are all focusing on single server scenario and most of 
them do not consider dynamic data operations. As a 
complementary approach, researchers have also proposed 
distributed protocols [8] [9] [10] for ensuring storage 
correctness across multiple servers or peers. Again, none of 
these distributed schemes is aware of dynamic data 
operations. As a result, their applicability in cloud data 
storage can be drastically limited. In cloud data storage, a 
user stores his data through a CSP into a set of cloud servers, 
which are running in a simultaneous, cooperated and 
distributed manner. Data redundancy can be employed with 
technique of erasure-correcting code to further tolerate faults 
or server crash as user’s data grows in size and importance. 
Thereafter, for application purposes, the user interacts with 
the cloud servers via CSP to access or retrieve his data. In 
some cases, the user may need to perform block level 
operations on his data. The most general form of these 
operations we are considering is block update, delete, insert 
and append. 

In current decade security and access control technique is big 
issue in cloud computing. Now a day’s various researcher 
and scientist focus on cloud security issue. The cloud 
security issue damages the data and faced a problem of 
authorization and authentication. For the improvement of 
cloud data security various cryptography technique are used. 
All the cryptography technique suffered a problem of 
encryption and decryption time. How to reduce the 
encryption and decryption time it is big question? For the 
reduction of computational time and accelerator the process 
of key distribution and key allocation is major issue in cloud 
data storage. e investigate the problem of ensuring the 
security and dependability for cloud data storage under the 
aforementioned adversary model. In particular, we aim to 
design efficient mechanisms for dynamic data verification 
and operation and achieve the following goals: (1) Storage 
correctness: to ensure users that their data are indeed stored 
appropriately and kept intact all the time in the cloud. (2) 
Dependability: to enhance data availability against Byzantine 
failures, malicious data modification and server colluding 
attacks, i.e. minimizing the effect brought by data errors or 
server failures. (3) Fast Localization of data error: to 
effectively locate the malfunctioning server when data 
corruption has been detected. (4) Dynamic data support: to 
maintain the same level of storage correctness assurance 
even if users modify, delete or append their data files in the 
cloud. (5) Lightweight: to enable users to perform storage 
correctness checks with minimum overhead. 

www.ijspr.com                                                                                                                                                                                    IJSPR | 32 



INTERNATIONAL JOURNAL OF SCIENTIFIC PROGRESS AND RESEARCH (IJSPR)                                                   ISSN: 2349-4689 
Volume-16, Number - 01, 2015  
 

V. PROPOSED METHOD 

In this section discuss the proposed approach for the key 
management of cloud computing for the process of 
authentication of data storage. Now in current scenario both 
symmetric and asymmetric key cryptographic technique is 
used for the authentication of data. In our approach used 
cyclic shift key management technique. This method based 
on Cycle chain shift mechanism. in this mechanism the 
previous record of data are automatic  destroy .That means 
the process of key generation maintain a process for 
independency of next value. Here we used some convention 
notation for our algorithm:- 

(1) {N1,IN.N2} The set of notation represent the value 
of user party, TPA and  cloud server 

(2) Sk = Session key. 
(3) (Ki)s = secrete key. 
(4) Cid = the common key unit. 
(5) VT = represent value of group key, it equals 

h{V1,V2,V3} 
(6) Token = a generated token for server and user 
(7) (X) =message. 
(8) h(X) = hashed message 

Here discuss the dynamic key generate which is the main 
contribution in our proposed in addition to the type of 
confidential information shared between the two party. Our 
scheme require two set of keys to be generated at each 
party’s side: secondary keys (Ki)s and session key (SK)s . 
(Ki)s are necessary to generate V values ,which are used as a 
security enhancement step to generate session keys. The 
party N1 will issue the intermediate party (IN) and a 
communication authentication once authenticated. The 
generation of (Ki)s is relies on the combination of three 
mentioned factors,Keymaster,CPass and Shs as follows :- 

Ki = h{Keymaster,CPass,Shs} 

Ki+1 = h{CPass,Shs,Ki} 

Ki+2 = h{Shs,Ki.Ki+1} 

Ki+3 = h{Ki,Ki+1,Ki+2} 

Km = h{Km-3,Km-2,Km-1} 

The first generation (Ki) relies on the existence of the three 
factors, whereas the next generation keys eliminate one of 
them after each generation step. The same shifting technique 
is applied for SKs generation as well. After the generation of 

(Ki) s,N1 and IN start generating V values (V1,V2,V3)as 
follows: 

                V1 = r mod(m-3) 

                 V2 = r mod(m-2) 

                 V3 = r mod(m-1) 

Where m-3,m-2 and m-1 are hashed values of the last 
calculated secondary key (Ki). The generated V values will 
then be hashed to generate VT value, Which is one of the 
pillars in generating (SK)s as follows: 

                     VT = h{V1,V2,V3} 

We will then use VT,CPass and Shs to generate (SK)s as 
shown below : 

   SK1 = h{VT,CPass,Shs} 
  SK2 = h{CPass,Shs,SK1} 
  SK2 = h{CPass,SK1,SK2} 
  SK3 = h{SK1,SK2,SK3} 
  SKm = h{SKm-3,SKm-2,SKm-1} 
 
The main concept is to apply one hash algorithm with cyclic 
shifting of master secret each time a session key is generated. 

 

VI. EXPERIMENTAL RESULT ANALYSIS 

To evaluate the performance of Encryption key techniques in 
cloud computing environment for the data storage concept, 
here we using various number of techniques such as AES, 
TripleDES, Blowfish, RC4 and proposed method. For the 
further implementation we have used MATLAB software 
7.8.0. described the various comparative performance 
evaluation techniques for the key management and 
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generation in cloud computing mechanism. Here we apply 
the different number of keys in the form of input with 
different number of various key generation techniques and 
get the result with correspondence of each key and 
techniques in the form of result or output[1,20]. 

Table 2: Comparative performance evaluation using for the 
number of key generation techniques with the input value is 

125. 

Input Key value Name of 
Techniques 

Elapsed 
Time 

125 

AES 1.856 

TripleDES 1.044 

Blow Fish 8.075 
RC4 7.523 

Proposed 1.039 
 

Table 3 : Comparative performance evaluation using for the 
number of key generation techniques with the input value is 

128. 

Input key value Name of 
Techniques 

Elapsed 
Time 

128 

AES 1.157 
TripleDES 9.451 
Blow Fish 8.318 

RC4 8.125 
Proposed 6.743 

 
Table 4.: Comparative performance evaluation using for the 
number of key generation techniques with the input value is 

256 

Input Key value Name of 
Techniques Elapsed Time 

256 

AES 1.147 

TripleDES 1.159 

Blow Fish 7.705 
RC4 6.835 

Proposed 8.687 
 

Table 5: Comparative performance evaluation using for the 
number of key generation techniques with the input value is 

384 

Input Key value Name of 
Techniques Elapsed Time 

384 

AES 1.213 
TripleDES 2.145 
Blow Fish 8.102 

RC4 1.499 
Proposed 1.157 

 

Table 6: Comparative performance evaluation using for the 
number of key generation techniques with the input value is 

512. 

Input Key value Name of 
Techniques 

Elapsed 
Time 

512 

AES 1.397 
TripleDES 1.012 
Blow Fish 1.197 

RC4 7.458 
Proposed 8.123 

 

 

Figure 1: Figure shows that a compartive performance 
evaluation using different number of key genration 

techniques in cloud computing enviornment with the input 
value is 125, here we get the result in the form of Elapsed  

Time or Execution Time. 

 

Figure 2: Figure shows that a compartive performance 
evaluation using different number of key genration 

techniques in cloud computing enviornment with the input 
value is 128, here we get the result in the form of Elapsed  

Time or Execution Time. 
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Figure 3: Figure shows that a compartive performance 

evaluation using different number of key genration 
techniques in cloud computing enviornment with the input 
value is 256, here we get the result in the form of Elapsed  

Time or Execution Time. 

 

Figure 4: Figure shows that a compartive performance 
evaluation using different number of key genration 

techniques in cloud computing enviornment with the input 
value is 384, here we get the result in the form of Elapsed  

Time or Execution Time. 

VI  CONCLUSION AND FUTURE WORK 

Key generation and key management is a novel security 
paradigm where versatile provisioning of computational 
resources and services are facilitated. In contrast to numerous 
benefits offered by cloud viz. elasticity, scalability, 
reliability, sustainability, metering resources consumed, 
location independency etc.; data security concerns are yet to 
be fully addressed before its wide adoption. In this paper, 
proposed a key generation technique for data storage over 
cloud network, with focus to provide confidentiality and 
integrity services and mechanism. More precisely, we have 
analyzed each and every operational step of the model, to 
achieve the desired goals. We also have defined and 

elaborated a set of comparison and assessment criterion 
which are used for analyzing, comparing and evaluating the 
proposed architecture with already available various key 
generation technique such as AES, DSSS, blowfish and 
many more. 
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