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Scan-Chain-Based Multiple Error Recovery in TMR 

Systems (SMERTMR): A Review 

Abstract—In this paper, we review a roll forward error recovery 

technique based on scan-chains for TMR system, called 

SMERTMR i.e. Multiple Error Recovery Technique for Triple 

Modular Redundancy systems (SMERTMR). This technique uses 

scan-chain flip-flops used to detect and correct faulty modules in 

the presence of single or multiple transient faults. In this 

technique, the errors at the output of voter are detected, while the 

latent faults at the input of modules are detected by comparing the 

internal states of the TMR modules. When any mismatch is 

detected between the modules, the system will locate the faulty 

modules and the state of a fault-free module is copied into the 

faulty modules. When the permanent fault is detected, the system is 

degraded to a master/checker configuration. Experiment result 

reveals that SMERTMR has the 100% error detection and recovery 

coverage of single faulty module and 99.7% error detection and 

recovery coverage of two faulty modules, with improved 

performance and negligible area overheads on as compare to 

traditional TMR systems. 

Index Terms - roll-forward error recovery, scan chain TMR 

(ScTMR), triple modular redundancy (TMR). 

I. INTRODUCTION 

In today’s world, the embedded systems are used in safety-

critical applications, process control, and patient life-support 

monitoring system has become a common trend [1], [2]. 

These systems require timing constraints and fault tolerance. 

To meet the reliability requirement, such embedded systems 

should be equipped with appropriate error detection and 

correction mechanisms. However, in achieving a high level of 

reliability the timing requirements are ignored. In a rollback 

recovery-based system, the overall reliability is improved but 

the probability of missing deadlines increases for certain 

applications because expected response time increases. In 

safety-critical applications timing is very important factor and 

it can’t be neglected. Therefore improving system reliability 

without considering its real-time constraints is not justifiable 

for safety-critical applications. Therefor in embedded 

processors providing fault-tolerant techniques which provide 

minimum performance overhead is very important. 

In safety-critical applications triple modular redundancy 

(TMR) is one of the well-known and widely used fault-

tolerant techniques [3], [4].    

A TMR system consists of three identical modules and a 

voter. The voter is connected at the outputs of modules which 

have some errors that should be removed in order to be used 

in safety-critical applications. A major disadvantage of the 

traditional TMR is that it does not work when TMR itself 

fails. TMR failure means the failure in a TMR system caused 

by more than one faulty modules or a faulty voter [5].  In case 

if fault occurs in two different modules and neither of the 

faults is recovered, it may result in a TMR failure. For long-

term applications, the absence of appropriate recovery 

mechanisms increases the probability of TMR failure [6], [7]. 

To overcome this problem, TMR should have a transient error 

recovery technique. Most of the TMR-based error recovery 

techniques proposed so far uses roll back or retry mechanisms 

[1], [5], [7]–[9]. However these techniques are not suitable for 

applications in which tight deadline is required, because 

rollback or retry mechanism may increases the performance 

overhead and therefore may cross the deadline [10]. 

In roll forward recovery techniques as no recomputation is 

needed therefor this mechanism is used for tight deadline 

applications. A roll-forward recovery technique for TMR-

based systems has been proposed in [6].  A TMR-based 

technique applicable to general-purpose circuits has been 

proposed in [11].  

The other technique called ScTMR provides recovery for both 

transient and permanent errors in TMR systems [11]. ScTMR 

uses a roll-forward approach and uses the scan chain to 

recover the system from faulty state. Although ScTMR has 

the advantage of reducing the probability of TMR failures, it 

has two major disadvantages. First, ScTMR cannot recover a 

single faulty module in the presence of latent faults. A fault is 

referred to as latent if it is not propagated to the system 

outputs but does cause a mismatch between the states of the 
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TMR modules. Second, ScTMR is unable to recover the 

system if multiple faults are simultaneously occurs in the 

outputs of two modules. 

SCTMR is a scan-chain-based roll-forward error recovery 

technique for TMR-based systems, which overcomes the 

disadvantages of ScTMR. The scan chain-based multiple 

error recovery TMR (SMERTMR), has the ability to identify 

and remove latent faults in TMR modules as well as to 

recover the system from multiple faults affecting two TMR 

modules.  SMERTMR is the first roll-forward error recovery 

technique that has the capability to recover the error in 

presence of multiple latent faults as well as two faulty 

modules. SMERTMR reuse the available scan chains to 

compare the internal states of TMR modules to locate the 

faulty module and restore the correct state from non-faulty 

module to the faulty module. In case of permanent faults, the 

faulty module is disregarded and the system will be degraded 

to the master/checker (M/C) configuration.  In this 

configuration the offline testability is used for detection and 

correction of permanent fault. SMERTMR has negligible area 

overhead, as compare to other TMR-based recovery 

techniques, as it reuses the available resources within the 

circuit. 

II. PREVIOUS WORKS

Most of the previous work [1], [5], [7]–[9] has used retry 

mechanisms, called roll back mechanism, to recover from 

transient errors in TMR systems. In this mechanism, once an 

error is detected, the faulty module will re-execute the entire 

process. Retry mechanisms increases performance overhead 

to the system and cannot be used in tight deadline 

applications. An analytical study presented in [10] compares 

the traditional TMR and TMR with roll-forward, or retry 

mechanism. The study reveals that roll-forward mechanisms 

have lower performance overhead and are more reliable than 

retry mechanisms. In a roll forward recovery technique the 

correct state is copied from a fault-free module to the faulty 

module to avoid recomputation. 

To overcome the problem of latent faults in TMR systems, 

several methods have been proposed for TMR partitioning 

and voter insertion techniques [4], [14]–[17]. In these 

methods, a system is divided into several blocks and then 

each block is protected using the TMR technique. In the 

technique presented in [14], voters are inserted at the output 

of each flip-flop and a fault occurring inside a flip-flop will be 

located in the next clock cycle. However, such a technique 

has some disadvantages. First, protecting a circuit which has 

thousands of flip-flops increases area overhead to the circuit. 

Second, inserting a voter right after each flip-flip will increase 

the delay of the critical path thereby leading to increased 

performance overhead.  

A method for detecting permanent faults in TMR systems 

with spare modules has been proposed in [9]. The authors 

propose the testing of all possible combinations of three 

modules to find the faulty module. Another technique for 

detecting permanent faults using dual modular redundancy 

(DMR) has been presented in [18]. In this technique, each 

module of the system runs in the DMR mode with a spare for 

a small time interval in order to detect possible permanent 

faults. 

Detect–diagnose–reconfigure is a recovery method for 

handling permanent faults in TMR systems [1], [5], [7], [9]. 

In this method, after detecting a permanent error, the system 

will recover the faulty module and will replace it with a spare 

module. However this method requires spare modules. To 

overcome this problem, a technique has been proposed in [8] 

to degrade a TMR system to an M/C system in case of having 

one permanent faulty module. 

There are also several methods suggesting the protection of a 

system at the circuit level [19]–[22]. The area and power 

overheads increased by circuit-level techniques but are much 

lower than modular redundancy techniques; however, such 

techniques only minimize the susceptibility of the system 

against soft errors and do not completely remove the effect of 

all types of soft errors affecting combinational and sequential 

logic.  

III. SCTMR TECHNIQUE 

The ScTMR technique reuses scan chains for recovering the 

state of the faulty module by copying the state of fault free 

module to the faulty module. Scan chain [8] is a cost-effective 

technique to provide a simple way for testing combinational 

and sequential circuits. In this technique, flip-flops are 

chained together through a long shift register circuit and a 

multiplexer is used in front of each flip-flop to switch 

between the normal and testing operations. In order to reduce 

the observation and loading time multiple scan chains are 

used. Multiple scan chains include parallel chains, which 

consist of approximately the same number of flip-flops. The 

number of flip-flops in each scan chain is called scan chain 

length (Lsc) and the number of scan chains in parallel is 

named scan chain width (Wsc). 
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Fig. 1 shows the block diagram of the ScTMR technique. As 

shown in this figure, the ScTMR architecture consists of three 

identical modules, a voter and a ScTMR controller. The voter 

detects errors and reports them to the ScTMR controller. The 

ScTMR controller detects the error type and use an 

appropriate mechanism to remove the error effects from the 

system. The ScTMR controller then uses scan chains to copy 

the state of a fault-free module into the faulty module. The 

scan chain signals including Scan Chain Input (SCI), Scan 

Chain Output (SCO), and Scan Chain Enable (SCE) are 

controlled by the ScTMR controller.  

Fig. 1. ScTMR block diagram [25] 

Fig. 2. ScTMR State diagram [25] 

Fig. 2 shows the state diagram of a system using ScTMR 

technique. Initially, the system is in the normal state and, 

when an error is detected by the voter, the recovery process is 

initiated. During the recovery process, the ScTMR controller 

detects the faulty module as well as the fault type i.e. whether 

the fault is permanent of transient. When a permanent fault is 

detected in one of the modules, the system is degraded to a 

Master/Checker configuration. If the detected fault is a 

transient fault, the system will do the recovery process to 

bring the system to the fault-free state. When multiple 

transient faults are detected, the recovery process is 

terminated and the system will be halted immediately to 

provide a fail-safe state. 

IV. SCTMR VOTER

The first concern in a highly reliable TMR system is finding 

the faulty module. To address this concern, ScTMR voter has 

the capability of locating the faulty module. The ScTMR 

voter also has the capability of detecting and locating faults 

within the comparators.  

Fig.3. ScTMR Voter [25] 

Figure 3 shows the ScTMR voter architecture. In this voter, 

three comparators (C12, C13, and C23) are used to compare 

the outputs of the TMR modules. Three error signals (TE12, 

TE13, and TE23) are generated showing mismatch between 

TMR modules one-two, one-three and two-three respectively. 

If one of the TMR modules becomes faulty and the fault is 

not corrected within the module, an error is established to the 

output of the faulty module and the corresponding output 

becomes erroneous. Since the output of each module is 

compared by the outputs of the other modules, the error is 

detected by two comparators. For an example, if output I 

becomes erroneous, the error is detected by C12 and C13 and 

therefor both error signal TE12 and TE13 are activated 

accordingly. On the other hand, if one of the comparators 

becomes faulty, only the corresponding error signal is 

activated. 
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The ScTMR voter takes three other input signals denoted 

withPr12, Pr13, and Pr23. These input signals are used to 

recover the system from permanent faults. These signals are 

derived by the ScTMR controller and are set to zero before a 

fault is identified as a permanent fault. In this case, E13, E12, 

and E23 are equal to TE13, TE12, and TE23, respectively. 

The error signals (E13, E12, and E23) are connected to the 

output selector circuit and to the ScTMR controller. The 

output selector circuit selects the error-free output and gives 

the ultimate output which is error-free output. The faulty 

module and the voter output are identified using different 

values of error signals according to the truth table shown in 

Table I. As shown in this table, if either one of the 

comparators (C13, C12, and C23), module II, or module III 

becomes faulty, output I is selected by the output selector 

circuit as the error-free output of the system. If module I 

becomes faulty, output II will be selected by the selector 

circuit as the error-free output of the system. Therefore, the 

output selector circuit can be simply implemented by a 2-to-1 

multiplexer. If all the error signals are active then this 

condition is called unrecoverable condition. 

V. ARCHITECTURE OF SMERTMR 

The ScTMR has some disadvantages: 1) the ScTMR 

technique can recover the system from a transient fault only if 

it displays in the output of modules. This is because ScTMR 

voter compares the output of modules. Because of this it may 

be possible that a fault remains latent in a module for a long 

time without propagating to the module outputs. During this 

period, if second fault occurs in the other modules, then 

ScTMR will not recover the correct state and it will enter in to 

unrecoverable condition. 2) If a fault occurs in any one of the 

TMR modules while there is a latent fault in the other 

modules then ScTMR fails to recover the correct state of the 

system because of having two faulty modules at a time. In this 

case ScTMR detects that there are two faulty modules and 

enters the unrecoverable condition. 

Therefore, to avoid these disadvantages latent faults should be 

considered while designing the fault-tolerant systems. 

Therefor SMERTMR technique employing a comparison 

mode in order to locate latent faults. In this mode, the internal 

state of each TMR module is compared with the other 

modules to find the number of latent faults.  

The comparison mode is activated by two ways: 1) when an 

error is detected by the voter and 2) when the checkpoint 

signal is activated. The checkpoint signal is employed to 

intentionally trigger the comparison mode in order to 

eliminate latent faults. The comparison mode can regularly be 

triggered by activating the checkpoint signal in predefined 

time intervals.  

Fig. 4 shows the state diagram of SMERTMR. As shown in 

the state diagram initially the system will be in the normal 

mode. When an error is detected by the voter or checkpoint 

signal is activated, the system switches from normal mode to 

the comparison mode. In the comparison mode, the internal 

states of the TMR modules are compared with each other to 

find the faulty modules and to determine the fault type. If no 

mismatch is found between the pairs of the modules, the 

system returns to its normal mode. Otherwise, the system will 

go to the recovery mode and the recovery process is started. If 

the recovery process finishes successfully, the system returns 

to the normal mode. Otherwise, it enters the unrecoverable 

condition and halts the system. During comparison mode 

SMERTMR can also detect permanent faults in one module. 

If SMERTMR detects a permanent fault, the system enters in 

to the Master/Checker mode. In the Master/Checker mode, 

any fault in the master or the checker modules results in an 

unrecoverable condition. In this case, other methods such as 

functional testing could be exploited to locate and identify the 

faulty module. 

Fig.4. SMERTMR state diagram [25] 
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VI. CONCLUSION

In this paper we review a TMR based roll-forward error 

recovery technique, called SMERTMR, to recover multiple 

errors in TMR systems. In this technique, SMERTMR can 

recover faulty modules in the presence of multiple transient 

faults and latent faults. The fault injection experiments shows 

that SMERTMR detects, locates, and corrects 100% and 

99.7% of multiple faults affecting single and two faulty 

modules, respectively. The results also show that the area and 

the performance overheads of SMERTMR, as compared to 

the traditional TMR system, are less than 3% and 1%, 

respectively.  
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