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Abstract-Encryption or information scrambling technology is 
an important security tool. Properly applied, it can provide a 
secure communication channel even when the underlying 
system and network infrastructure is not secure. This is 
particularly important when data passes through shared 
systems or network segments where more people may have 
access to the information. In such a case, sensitive information 
like passwords should be encrypted in order to protect it from 
unintended disclosure or modification. Continuous evolution of 
the internet and web in the digital world now a today led to the 
security of digital images. Information security is an important 
feature attracting considerable attention in different image 
encryption methods. In this work a Study of Pixel Integration 
for Multi-Layer Security using Henon Map in image encryption 
has been proposed. The work can be characterized under high-
level security encryption. 
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I. INTRODUCTION 

Cryptography is the study of Secret (crypto-)-Writing (-
graphy). It is the science or art of encompassing the 
principles and methods of transforming an intelligible 
message into one that is intelligible and then transforming 
the message back to its original form. As the field of 
cryptography has advanced; cryptography today is 
assumed as the study of techniques and applications of 
securing the integrity and authenticity of transfer of 
information under difficult circumstances. 

Today’s cryptography is more than encryption and 
decryption. Authentication is as fundamentally a part of 
our lives as privacy. Authentication has been use in 
everyday lives when signature are done on name of some 
document, for instance as one move to world where our 
decisions and agreements are communicated 
electronically, there need to have electronic techniques for 
providing authentication. Cryptography provides 
mechanisms for such procedures. 

A digital signature binds a document to the possessor of a 
particular key, while a digital timestamp binds a document 
to its creation of a particular time. These cryptographic 
mechanisms can be used to control access to shared disk 
drive, a high security installation, or a pay-per-view TV 
channel. The field of cryptography encompasses other uses 
as well. With just a few basic cryptographic tools, it is 
possible to build elaborate schemes and protocols that 
allow us to pay using electronic money, to prove should be 
known certain information without revealing the 
information itself, and to share quantity in such a way that 
a subset of the shares can reconstruct the set. While 
modern cryptography is growing increasingly, diverse 
cryptography is fundamentally based on problems that are 
difficult to solve. A problem may be difficult because its 
solution requires some secret knowledge such as 
decrypting an encrypted message or signing some digital 
document. 

 

Figure 1.1 Basic encryption and decryption, 
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Today in the e-age, the need to protect communications 
from prying eyes is greater than ever before. 
Cryptography, the science of encryption plays a central 
role in mobile phone communication, e-commerce, Pay-
TV, sending private e-mails, transmitting financial 
information and touches on many aspects of daily lives. 

Today’s technology can be traced back to earliest ciphers, 
and have grown as a result of evolution. The initial ciphers 
were cracked, so new, stronger ciphers emerged. Code 
breakers set to work on these and eventually found flaws, 
forcing cryptographers to invent better ciphers and so on. 
The significance of key is an enduring principle of 
cryptography. 

With the advent of the computer age, the mechanical 
encryption techniques were replaced with computer 
ciphers .They operated according to the same principles of 
substitution and transposition (where the order of letters or 
bits is altered). 

Again each cipher depended on choosing a key, known 
only by the sender and the receiver which defined how a 
particular message would be. This meant that there still 
was a problem of getting the key to the receiver so that the 
message could be deciphered. This had to be done in 
advance, which was an expensive slow and risky process. 

II. DIGITAL STEGANOGRAPHY SYSTEM 

Image steganography is a main branch of information 
hiding techniques, which can be used for hiding private 
communication through public channels. Recently, 
information hiding techniques have attracted considerable 
research interest in the field of information security [3]. In 
general, the embedding operation in SG requires a digital 
medium to carry the data. Images and multimedia 
components, such as video and audio files, are widely used 
and exchanged through the internet. Such mediums are the 
best cover media to hide messages as they do not attract 
any attention. 

 

Figure 1.1 General Stenography Model. 

Different steganographic techniques employ different 
types of digital images such as binary, grayscale and color 
images. It is not necessary that the cover and the message 
have homogeneous structure. For example, it is possible to 
embed a recording of an audio stream message inside a 
digital image [4]. Data hiding requires embedding data into 
digital media like image, audio, or text, however, due to 
providing high embedding efficiency the still images are 
preferred as hosts as compared to others. Digital images 
are the most widespread cover files used for SG due to the 
insensitivity of the human visual system (HVS). During 
the embedding stage, a key is used to insert a message in a 
cover medium resulting in a stego-object as shown in 
Figure 1.1. The stego-object is then transmitted along 
public channels to its destination. When the stego-object is 
received, the embedded message is extracted from stego-
object using the known stego-key. 

III. RELATED WORK 

N. Gupta, V. Kundu, N. Kurra, S. Sharma and B. Pal,[1] 
The growing dire need for more and more secure systems 
has led researchers worldwide to discover and implement 
newer ways of encryption. Public key cryptography 
techniques are gaining worldwide popularity for their ease 
and better strength. With the rapid developments of the 
communication and applications of multimedia techniques 
in recent years lead the researchers to focuses on the 
security of digital data over the internet. N. Gupta  
Discussed the use of Elliptical Curve Cryptography for 
ciphering color images. ECC has been proved to score 
over RSA on the basis of its strength and speed. NIST  
Curves used for ciphering color image. N. Thiranant, Y. J. 
Kang, T. Kim, W. Jang, S. Park and H. Lee,[2] The 
advancement of web and new innovation has been 
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developing constantly, cell phone is currently an essential 
gadget that has incredible effect on clients in different 
ways. Web and savvy gadgets have picked up their 
accomplishment in different fields and have given 
comforts to a wide range of clients. The stream of data is 
viewed as a piece of the web and brilliant gadgets. Since a 
lot of clients depend without anyone else purposes, it at 
that point has turned into a major helpless focus for 
attackers. a plan of elliptic curve cryptography-based 
validation utilizing QR Code is proposed. It principally 
concentrates on QR Code, as it is currently generally 
utilized everywhere throughout the world. Nonetheless, the 
improvement of the current methodologies is empowered 
by the quick advancement of dangers, which are directly 
experienced. The encryption procedure is incorporated, 
and the proposed confirmation protocol applies the ideas 
"Something you know" and "Something you have". 
Regularly, individuals are not worried about the dangers 
behind the way toward transmitting data over the web, 
particularly through QR Code. With this confirmation 
procedure, clients can guarantee that they and their data 
are sheltered from online dangers. 

D. E. M. Ahmed and O. O. Khalifa,[3] Without any 
difficulty of altering and ideal generation in digital 
multimedia, the security of possession and the 
counteractive action of unapproved altering of sight and 
sound data (sound, image, video, and document) wind up 
noticeably essential concerns. Steganography is one of 
these plans that involves the chance of hide any secret 
data into images. As of late there are numerous 
methods utilized for powerful and secure image 
steganography that can exchange off between the limit, 
payload, security, limiting mutilations of the image and 
high vigor. All these are challenges that need to actualize a 
reasonable procedure that check the vast majority of these 
difficulties. However building up a strong and secure 
image steganographic method against recognize capacity 
need to joined cryptography and steganography. the issue 
of secure and strong image data hiding is proposed through 
utilizing (LSB) system and Elliptic curve cryptography 
(ECC). The proposed conspire enable the sender to choose 
a reasonable cover and secret message that decidable to 
transmit through unsecure channel and after that scramble 
the message utilizing (ECC) and install it by (LSB) into 
chose cover. 

L. Dolendro Singh and T. Debbarma,[4] There are bunches 
of cryptosystem which gives high security however they 
all accompany a value that is expansive key size which 
requires high figuring power gadget. Analysts have 
thought of an option for this that gives high security littler 
key size. This option is the Elliptic Curve Cryptosystem. 
manages the science include in the cryptosystem and a way 
to deal with work with littler key size when the elliptic 

curve condition and the generator are kept secret between 
the clients. 

C. Fu, G. y. Zhao, M. Gao and H. f. Ma,[5] Chaos- based 
image cipher has been widely explored in the course of the 
most recent two decades or so to take care of the 
expanding demand for secure image transmission over 
open systems. A tumultuous symmetric image cipher with 
stage dissemination design is displayed . In the change 
arrange, we present a novel rearranging strategy , which 
swaps every pixel in plain image with another pixel at an 
area picked by confused Hénon delineate . Contrasted and 
customary stage plans in view of region protecting 
disorganized maps, for example, pastry specialist 
delineate, feline guide, and standard guide, the new plan is 
prevalent in both adequacy and productivity. In the 
dissemination arrange, each rearranged pixel is veiled by 
both key stream component and past ciphered pixel in 
order to make the cryptosystem secure against differential 
attack. Escalated cryptanalysis is done and the trial comes 
about exhibit that the cryptosystem can withstand a wide 
range of known attacks, including animal constrain attack, 
differential attack, referred to/picked plain-text attack and 
also different measurable attacks. 

T. T. K. Hue, T. M. Hoang and S. A. Assad,[6] proposes 
and researches a Chaotic Cipher Block Chaining mode 
(CCBC) which is to enhance the security of a 
cryptographic algorithm and all the more opposing 
cryptanalysis. The extent of both piece and key are 512-
bits. This approach makes the span of key more prominent 
than those of the present Data Encryption Standard (DES) 
and Advanced Encryption Standard (AES). The security 
investigation process demonstrates that the proposed 
algorithm can oppose the measurable and differential 
attacks. It likewise breezed through the key sensitivity test. 
The test comes about on Field Programmable Gate Array 
(FPGA) demonstrate the attainability and adequacy of the 
cryptosystem and shows the exchange off between 
secure/execution/productive and engineering equipment 
plan. 

IV. METHODOLOGY 

The proposed image encryption work has three most 
important steps Flip, Rotate and Blending of Pixels of 
image. Primarily, the correspondence between the 
neighbouring pixels is distressed absolutely as the image 
data have robust correlations between adjacent pixels. For 
image security and privacy, one needs to interrupt this 
correlation. At that time the pixel estimations of the 
shuffled image are improved by using Henon map. 
Encryption is carried out by Multi-Layer Security in 
Cryptography Hybrid Integration of Flip, Rotate and 
Blending of Pixels. Figure 3.1 demonstrated the block 
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diagram of proposed work. There are 5 separate blocks in 
proposed system as demonstrated in fig. Layer Separation, 

Geometric Transform with 1350, and Flip and rotate, Blend 
Pixels, Combine Layers. 

 

Figure 3.1 Block Diagram of Proposed Work. 

A. Layer Separation 

Initially input image is feed to Matlab environment then it 
proceed to layer separation m × n greyscale image 
containing multiple layers. For decomposition of image in 
its 3 RGB channels.  

B. Geometric Transform 

With geometric transformation, modify geometric 
transformation, modify the positions of pixels in a image, 
but keep their colors unchanged 

• To create special effects. 
• To register two images taken of the same scene at 

different times. 
• To morph one image to another 

C. Flip and Rotate  

Flipping and transposing both belong to image rotation, 
with rotating angle 90, 180, or 270 (equals to -90) degrees. 
in this work image 135 is arbitrary degrees . This is done 
by calling the MATLAB internal function in rotate (array, 
angle) 

D. Blend Pixels  

Image blending is the technique of removal of intensity 
seam at the boundary of joint of two images in order to get 
the seamless mosaiced image. It is process of obtaining a 
mosaiced image with smooth transition. It modifies those 
pixels values which are present in the neighbourhood of 
the boundary that gives a smooth transition so as to obtain 
a blended image by removing the intensity seams 

E. Combine Layers 

Further combine the layers degraded earlier in the 
beginning of process. 

To morph one image to another. 

 

The process of flow of proposed work is demonstrated in 
figure 3.2 the steps of implementation of proposed work is 
as given below. 

 

Figure 3.1 Flow chart of proposed work. 

1. Star Process of Image Cryptography  

2. Initialize Simulation Parameters. 

3. Browse Image to be encrypted. 

4. Load Image into Maltab Environment. 

5. Resize For Square Image and Save. 
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6.  Apply Geometric Transformation with 1350. 

7.  Normalize and Split RGB Layers. 

8. Apply Flip & rotate operation on Layers  distinctly. 

9. Blending of Pixels. 

10. Save Encryption Output. 

11. Calculate the time and Display results. 

12. End Process 

V. EXPERIMENTAL OUTCOMES 

The proposed work has implemented and synthesized on 
Matlab Simulink. Experimental outcome of the proposed 
work has given. The performance comparison of proposed 
work with previous work has given in table 1. Timing 
comparison of proposed work encryption and decryption 
has given in figure 4.1.  

Table 1 : Performance Comparison of Previous and 
Proposed Work 

Technique Encryption Time 
(in Seconds) 

Decyption Time 
(in Seconds) 

Previous 
Work(ECC) 

0.575 2.951 

Proposed (Pixel 
Integration) 

0.249 0.0449 

 

Table 2: Encryption and Decryption Time of Proposed 
Cryptography Algorithm with Different Images and 

Different Sizes 

Images 
Encryption Time 

(in Seconds) 
Decyption Time 

(in Seconds) 

Tower (170x170) 0.249 0.0449 

Lena (170x170) 0.250 0.0520 

Girl (256x256) 0.275 0.0812 

House (256x256) 0.2742 0.08607 

Mandril (512x512) 0.4297 0.2136 

Sailboat (512x512) 0.4531 0.2067 

 

Encryption and Decryption Time Chart of Proposed 
Cryptography Algorithm with Different Images and 
Different Sizes has given in figure 4.2. Fig. 4.4 illustrates 
Security Layer 1: Geometrically Transformed Images at 
135 Degree Angle (a) Tower, (b) Lena, (c) Girl, (d) House, 
(e) Mandril and (f) Sailboat. Security Layer 2: Flipped and 
Rotated Version of Images (a) Tower, (b) Lena, (c) Girl, 
(d) House, (e) Mandril and (f) Sailboat. Security Layer 3: 
Images After Pixel Blending Operations or Encrypted 
Image (a) Tower, (b) Lena, (c) Girl, (d) House, (e) Mandril 
and (f) Sailboat. 

 

 

Fig. 4.1 Performance Chart of Previous and Proposed Work. 

0.575

2.951

0.249 0.0449
0

0.5

1

1.5

2

2.5

3

3.5

Encryption Time Decyption Time

Ti
m

e 
in

 S
ec

on
ds

Encryption and Decryption Process

Timing Comparison

Previous Work(ECC)

Proposed (Hybrid Integration)



INTERNATIONAL JOURNAL OF SCIENTIFIC PROGRESS AND RESEARCH (IJSPR)                                           ISSN: 2349-4689 
Issue 151, Volume 51, Number 01, September 2018 
 

www.ijspr.com                                                                                                                                                                                  IJSPR | 24 

Fig. 4.2 Encryption and Decryption Time Chart of Proposed Cryptography Algorithm with Different Images and Different                                    
Sizes. 

 

(a)                 (b)                  (c)                  (d)                  (e)                  (f) 

Fig. 4.3 Original Images (a) Tower, (b) Lena, (c) Girl, (d) House, (e) Mandril and (f) Sailboat 

 

(a)                 (b)                  (c)                  (d)                  (e)                  (f) 

Fig. 4.4 Security Layer 1: Geometrically Transformed Images at 135 Degree Angle (a) Tower, (b) Lena, (c) Girl, (d) 
House, (e) Mandril and (f) Sailboat 

 

(a)                 (b)                  (c)                  (d)                  (e)                  (f) 

Fig. 4.5 Security Layer 2: Flipped and Rotated Version of Images (a) Tower, (b) Lena, (c) Girl, (d) House, (e) Mandril and 
(f) Sailboat 
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(a)                 (b)                  (c)                  (d)                  (e)                  (f) 

Fig. 4.6 Security Layer 3: Images After Pixel Blending Operations or Encrypted Image (a) Tower, (b) Lena, (c) Girl, (d) 
House, (e) Mandril and (f) Sailboat

VI. CONCLUSIONS AND FUTURE SCOPE OF 
WORK 

Encryption is unique way to guarantee worthy security 
from unofficial access at many grounds. Image encryption 
is striking extent for research in this case because 
communication with the support of multimedia objects is 
growing promptly. Various important encryption 
techniques have been presented in demand to make it 
acquainted with a number of encryption algorithms used in 
encrypting the image which has been transmitted over 
network. The outcomes of every algorithm have 
advantages and disadvantages based on their techniques 
which are being practised on images. To enhance the 
performance issues of image encryption in this work 
hybrid integration Flip, Rotate and Blending of Pixels for 
Multi-Layer Security has been proposed and implemented 
in Matlab IDE. The performance of the proposed work has 
been compared with the existing base work in table 1 and 
table 2. 

Further security level of proposed image encryption may 
be extended. Multi-Layer Security in Cryptography. 
Number of layers may be further increased.  
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