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Abstract — The cryptography is a classical domain of research
and security. The cryptography offers the methods and
techniques to hide the data from the untrusted users and
recover them when required. The cryptographic technique is
works on the basis of some passwords or keys. These keys help
to make data more secure; according to the nature of keys the
methods can be symmetric or asymmetric. But these techniques
are traditional thus the attackers are break them using the
different kinds of attack deployments. Therefore the
cryptographic techniques are needed to be update with time.The
proposed work is dedicated to investigate about the
cryptographic techniques. In addition of that tried to develop a
complex and secure method for securing the digital data.
Therefore the proposed technique incorporates two traditional
techniques t0 design secure image cryptographic technique.
The proposed technique involves the DES based traditional
cryptographic  technique and the LSB based image
stegnographic technique 10 secure the image data from outside
intruders and attackers. To hide the data of the image a key
image is also used with the proposed technique. By which the
target image i encapsulated in the key image. The final cipher
of the proposed technique is complex and not compromises with
the quality of data during the decryption of image data.The
implementation of the proposed technique is provided with the
help of MATLAB technology. Additionally the performance of
the proposed work is evaluated in terms of space and time
complexity. Finally to justify the outcomes of the proposed
technique a traditional approach is compared with the proposed
technique with the similar performance factors. According to
the obtained experimental results the proposed technique out
perform as compared 10 traditional methods. Thus the proposed
technique is enhance and adoptable for secure data in different
applications.
Keywords: Image security, performance analysis, image
cryptography, steganography, digital image processing.

I. INTRODUCTION

As Internet become more and more accessible now in these
days. Therefore the data security iS becoming more
important research issues. Cryptography is used to secure
e-mails, credit or debit card information, and other kinds of
application data. The art of preserving data using
cryptography by transforming it is called encryption. Into
an unreadable format called cipher text. Additionally only
the person who knows a secret key can decipher or decrypt
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into original message. But sometimes encipher messages
can broke by attackers. This process is called
cryptanalysis, or code-breaking. But modern cryptographic
techniques are sometimes unbreakable. Cryptography
systems can be broadly classified two broad categories.
Symmetric-key technique usage a single key that is shared
between both (sender and receiver), and Public-key cry
Two keys usage cryptography, a public key known to
everyone and a private key that only recipient of messages
knows [1].

Now in these days, most of the applications are becomes
online. Online applications help to provide various
services at door steps in addition of that, due to this the
service can be accessible at any point of time, and
therefore demands of these applications are rapidly
growing. In this context the user’s confidential data and
private information travelling in network. Most of the time
that is used to represent the publically accessible networks
thus the data is transmitted from secure environment to an
untrusted or unsecured environment. In addition of that,
the attackers become more equipped and technologically
sound additionally they update self-time to time. Therefore
the traditional approaches of information security become
less effective and using the crypto-analysis the data is
recovered by attacker. Thus to provide high secure data
exchange a new kind of mathematical model is required by
which the traditional data security schemes are improved.

By the motivation of secure data communication the
proposed work is intended to investigate about the
available techniques of cryptographic security. Among
them the image cryptography is selected as initial objective
of the work. In addition of that a design of a secure and
efficient technique of file steganography is also proposed
to develop. The proposed method involve the
steganography technique and the traditional DES based
cryptography to provide more secure data hiding technique
over the traditional one. Therefore the proposed technique
first include the image or input data which is required to
hide in addition of that the technique also required a key
image in which the image is going to hide. To hide image
to other image the LSB (least significant bits) of the key
image is used.
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I1. PROPOSED WORK

The proposed technique of image steganography is
demonstrated and explained in this section. To understand
the core concept of the proposed methodology the figure 1
and figure 2 helps.

A. Encryption process

The encryption process is demonstrated using the figure 1.
In this process first the input image is produced for hiding
them in a key image. Therefore the original image bits are
shifted at the right and the new image data is created for
4bit density. In further the key image is produced to the
system, this key image is XORed with the 4bit image. The
outcome of this stage is now processed using the DES
(Data Encryption Standard).

Input Image

Right shift image bits

J

XOR Key Image

DES Encryption Key

Cipher Image

Figure 1 encryption process

Thus with the image data which is XORed with the input
image is produced to DES algorithm with a 64 bit key. By
using the DES encryption a new cipher text iS appeared.
This data is further used for transmission.

Cipher Text
DES Encryption Key
XOR Key Image
Left shift bits
Original Image

Figure 2 decryption technique

WWW.ijspr.com

ISSN: 2349-4689

B. Decryption process

The proposed algorithm’s decryption process is
demonstrated using the figure 2. In this process the cipher
text received from the sender is produced as input to the
system. Now with the similar key and input cipher text the
DES algorithm processes the data. The outcome of this
process iS NOW given to the input into an XOR pass. In this
phase the key image and DES algorithm’s output is
consumed and new image data is prepared. That is not the
complete information which is required, thus the data is
processed with the left shift operator. The left shift
technique produces the complete image. The complete
image is the actual image which is transmitted by sender.

C. Proposed Algorithm

The last section provides the understanding about the
processes involved in the proposed cryptographic
technique. This section provides the summarized steps of
the process for both the required operations.

Input: image to hide I, 64 bit key K,, key image I
Output: cipher image C

Process:

| = readlmage(!,)

Ipp, = RightShift(l)

Lior = Ipn® I

C = DES.encrypt(L,,,,K.)
Return C

Table 1 proposed encryption

In the similar manner the proposed decryption algorithm is
works to generate the original image.

Input: cipher image C, 64 bit key K, , key image I,
Output: image hidden I,

Process:

C; = ReadCipher(C)

L.or = DES.Decrypt(C;, K,)
Igp = Loy ®I

I = leftShift(Ip;)

Return |

Table 2 proposed decryption

I1l. RESULTS ANALYSIS
After successfully implementation of the proposed image
cryptographic  technique, performance of proposed

algorithm and traditional cryptographic algorithm is
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evaluated and compared. The performance comparison of
the implemented techniques is given using the below given
parameters.

A. Encryption time

The amount of time required to encrypt data using selected
algorithm is known as encryption time. The comparative
encryption time of both algorithms for cryptography is
using given figure 3. In this diagram the X axis shows the
file size (in terms of KB-kilobytes) of images used for
experiments and the Y axis shows the amount of time
consumed for encryption in terms of seconds.
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Figure 3 Time consumption in encryption

According to the performance of the traditional algorithm
(represented using red line) consumes large time as
compared to the proposed technique (given using blue
line). Additionally with increasing size of data the time
consumption is increase of traditional technique more
rapidly as compared to proposed method. Therefore the
proposed technique is more efficient as compared to
traditional technique.
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Figure 4 Time consumed in decryption
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B. Decryption time

The amount of time required to recover the original image
from the encipher image is termed as decryption time. The
comparative time consumption of both the technique is
represented using figure 4.In this diagram the performance
of proposed technique is using the blue line and the red
line shows the performance of traditional algorithm. For
demonstration of the performance X axis contains the size
of images on which experiments are performed that is
given in terms of KB and Y axis shows the time in terms
of seconds. The evaluated performance of the techniques
shows the proposed algorithm is much efficient than the
traditional method of cryptography in terms of time
complication. Therefore the proposed technique is much
adoptable as compared to the technique described in [1].

C. Encryption space complexity

The size of main memory required to achieve the
implemented encryption algorithms is termed as
encryption space complexity.Shows the comparative
performance of the both algorithms for the space
complexity of encryption in figure 5.

42000

40000
38000
36000

Memory in KB

34000 -

32000

30000 T T T T T T 1
10 20 30 50 70 100 200
File Slze in KB

—¢—proposed =—fli—traditional

Figure 5 memory usage during encryption

For results confirmation the shows the different
experiments performed with the system in x axis and the Y
axis shows the memory consumption in terms of kilobytes
during encryption.In order to show the performance of
proposed algorithm the blue line is used and the red line is
used to shows the performance of traditional algorithm.
According to the given results most of the time the
memory consumption in are much similar in both
algorithm but sometimes that is increases unexpectedly. In
addition the complexity of the space in algorithms are
increases With the increasing size of experimental images.
Therefore the proposed algorithm is much adoptable due to
constant memory consumption.
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D. Decryption space complexity

The memory consumed during the decipher or recovery of
original algorithm is termed here as the decryption space
complexity. The comparative results of the space
complexity is given using figure 6 in this diagram the
amount of memory used is given in terms of kilobytes
using Y axis and the X axis shows the different
experiments performed with the system. The performance
of the proposed algorithm is given here using blue line and
the traditional system is represented using the red line.
According to the given results the proposed cryptographic
technique consumes less memory and in consistent manner
as compared to the traditional algorithm. Thus proposed
technique is much adoptable as compared to traditional
technique.
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Figure 6 memory usage during decryption
E. PSNR (peak signal to noise ratio)

The peak signal-to-noise ratio measure the PSNR between
two images. This ratio is often used to measure the quality
between the original and a compressed image. Higher the
PSNR means better the quality of the compressed or
reconstructed image. The PSNR value can be calculated
as:
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Figure 7 PSNR ratio
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Peak signal to noise ratio of both the techniques for
image stegnographic technique is given using figure 7. In
this diagram the X axis shows the experimental file size
and the Y axis shows the obtained PSNR ratio. The figure
contains the red line to show the performance of the
traditional approach and Y axis contains the performance
of the proposed technique. The amount of computed PSNR
is fluctuating with the image quality therefore that is not
depends on the image size that is depends on the quality of
image.

IV. CONCLUSIONS

The proposed work is intended to design and develop an
enhanced technique of image cryptography. Therefore a
LSB substitution based technique is proposed in this work.
This chapter provides detailed conclusion of the work
performed. In addition of that the future extension of the
proposed work is also provided.

A. Conclusion

Security is a primary need of the digital data, different
kinds of attacks and malicious programs can harm the data.
In addition of that during the network transmission the data
is also suspected to be stolen. Therefore different kinds of
security techniques are implemented for enhancing the
security of the digital data. In various security techniques
the cryptography is popular and classical approach of data
security. In this presented work the image cryptography is
studied in detail and a new security technique using the
steganography and data cryptography is proposed. The
proposed cryptographic technique is hybrid technique
which combines the efforts of both cryptography and
steganography. Therefore the technique promises to
provide more secure data exchange as compared to single
technique implementation of image data security.

In the proposed technique two image are required first the
image which is required to hide and the second image on
which the data is required to be hide. The primary image is
processed first and their image bits are first right shifted.
This process is performed for 4 bit shift. After that the key
image on which the data is going to be hiding is XOR with
the new image data of 4 bit. Now the DES algorithm is
implemented to improve the strength of the generated data
cipher. The final outcome of the data is used for network
transmission or other task. Similarly the decryption
operation required to recover the original data, thus during
the decryption the DES algorithm is used to decipher with
a 64 bit key. In next the XOR is performed with the key
image and finally the left shift operation is performed for
producing the actual image. The implementation of the
proposed cryptographic technique is performed using
MATLAB tool and the performance of the implemented
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system is computed. The performance of the implemented
technique is compared with the traditional LSB based
stegnographic technique. The comparative performance
summary is given using the table 3.

Table 3 performance summary

S. No. Parameters Proposed | Traditional

1 Encryption time Low High

2 Decryption time Low High

3 Encryption space Low High
complexity

4 Decryption space Low High
complexity

5 PSNR High Low

According to the obtained results the proposed technique is
found adoptable in resource consumption in addition of
that using the PSNR values that is found the technique also
not compromises with the image quality. Therefore the
technique is adoptable and efficient for image
cryptography and steganography.

B. Future work

In this presented work the key aim is to combine two
different cryptographic techniques for data security, and
enhance the safety in stegnographic method with less
information ~ consumption. That is accomplished
successfully; in near future the proposed work is enhanced
more for improving the cipher generation complexity
enhancement to reduce the different kinds of attack effects.
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