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Abstract- In Cloud Computing, security is a challenging
problem. Usingan Identity-Based Encryption with added secret
key enhances the privacy of the users and also provides identity
based authentication t0 the users in an appropriate manner.
The principal objective of Identity-Based Encryption with added
secret key in cloud computing is to provide privacy to the users
t0 access their data or file stored on the cloud. Advanced
Encryption Standard (AES) Algorithm is wused to enhance
security t0 the access of the data stored on cloud. The Advanced
Encryption Standard (AES) is a symmetric block cipher to
protect classified information and is implemented in software
and hardware throughout the world to encrypt sensitive user
data. AES is used for different encryption packages, and is the
first (and only) publicly accessible cipher approved by
the National Security Agency (NSA) for top secret information
and when used in an NSA approved cryptographic module. The
main focus of this research is on security enhancement with
added secret key in cloud. This provides user identity based
access of data using secret key provided by cloud. Identity of the
user can be recognized through his email id provided during his
registration. The proposed Identity-Based Encryption with
added a secret key in cloud enhances security and also
personalizes the user data or file stored on the cloud. And also
provide user identity-based access 10 the data using key provided
by the cloud. In this proposed system, Advanced Encryption
Standard algorithm is used. Proposed algorithm is implemented
in JAVA (Net beans) Experimental results show that the
security is enhanced t0 provide privacy to the preconized data of
the user stored or can easily accessed on the cloud.

I. INTRODUCTION

Cloud Computing also known as “on demand computing”,
is a kind of Internet based computing, where users can
share resources, data and information are provided to
computers and other devices on-demand. Cloud
Computing and storage solutions provide users and
enterprises With various capabilities t0 store and process
their data in third-party data centers very easily.

Cloud computing now a day has become a highly
demanded service or utility due to the advantages of high
computing power, cheap cost of services, high
performance, scalability, accessibility as well as
availability. The term cloud has been used to refer to
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platforms for distributed computing. Cloud computing is
the result of the evolution and adoption of existing
technologies. The goal of cloud computing is to allow
users to take benefit from all of these technologies, without
any need for deep knowledge about or expertise with each
one of them. The cloud aims to cut costs, and helps the
users to focus on their core business.
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Fig 1. Cloud Computing Architecture

Cloud computing provides all of its resources as services,
and makes use of the well-established standards and allow
global and easy access to cloud services in a standardized
way. Cloud computing is a kind of grid computing and it
has evolved by addressing the QoS (quality of service)
and reliability problems. Cloud computing also provides
the tools and technologies to build data/compute intensive
parallel applications with much more affordable prices
compared to traditional parallel computing techniques.

Il. SECURITY ISSUES ASSOCIATED WITH CLOUD

Organizations use the Cloud in a variety of different
service models (SaaS, PaaS, and laaS) and deployment
models (Private, Public, Hybrid, and Community). There
are a number of security issues/concerns associated with
cloud computing but these issues fall into two broad
categories:
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1. Security issues faced by cloud providers
(organizations providing software-, platform-, or
infrastructure-as-a-service via the cloud) and security
issues faced by their customers (companies oOr
organizations who host applications or store data on
the cloud). The responsibility goes both ways,
however: the provider must ensure that their
infrastructure is secure and that their clients’ data and
applications are protected.

2. When an organization decides to store data or host
applications on the public cloud, it loses its ability to
have physical access to the servers hosting its
information. As a result, sensitive data is at risk from
insider attacks. According to a recent Cloud Security
Alliance survey report, insider attacks are the third
biggest threat in cloud computing. Therefore, Cloud
Service providers must ensure that thorough
background checks are conducted for employees after
every data stored and who have physical access to the
servers in the data center. Additionally, data centers
must be frequently monitored for suspicious activity
on cloud.

3. In order to conserve resources, reduce the cost and
maintain efficiency, Cloud Service Providers often
store more than one customer's data on the same
server. As a result, there is a chance that one user's
private data can be viewed by other users (possibly
even competitors) any time from any location. To
handle such sensitive situations, cloud
providers should ensure proper data separation and
logical storage segregation.

service

ADVANTAGES OF CLOUD COMPUTING
Increases working efficiency on cloud.
Helps improve cash flow on business transactions.
Provides flexibility in storing data.
Disaster recovery is faster and saves time.
Automatic software updates including security
updates.
6. Capital —expenditure free means reduces the high
cost of hardware.
7. Increased collaboration means accessing, editing
on data is easy.
8.  Work from anywhere on cloud.
9. Document controls means easy accessibility.
10. Data is more secure on cloud.
11. Competitiveness, allows smaller business to act
faster.
12. Environmentally friendly.
1.7 APPLICATIONS OF CLOUD COMPUTING
1. Cloud application in ECG data analysis:
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Cloud technology is an attractive option for developing
health-monitoring systems because of the capillary
development of internet connectivity and its accessibility
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from any device at any time. ECG provides a particular
waveform to detect heart diseases.

2. Cloud application in protein structure prediction:

Machine learning techniques are used for the prediction
task to determine the secondary structure of proteins.
Jeeva is a project that investigates the use of cloud
technologies for protein structure prediction.

3. Cloud application in gene-expression data analysis
for cancer diagnosis:

Gene-expression profiling is utilized to understand the
biological processes that are triggered by the treatment of
a cellular level. Cancer diagnosis and treatment is another
application of gene-expression profiling.

4. Cloud application in satellite image processing:

Satellite remote sensing produces hundreds of giga bytes
of raw images that are processed to become the basis of a
number of different GIS(Geographic Information System)
products. The suitable infrastructure is provided by cloud
computing to support such application scenario.

5. Cloud application in social networking application:

A completely customized stack of open source
technologies modified and refined forms the back end of
the Ilargest social network. For developing cloud
applications, these technologies form a powerful
platform. This platform mainly helps Facebook itself and
provides APIs to combine third-party applications with
Facebook’s coreinfrastructure to provide extra services
like social games and quizzes generation.

I1l. PROPOSED METHODOLOGY
METHODOLOGY:

In proposed methodology, mainly focused on security
enhancement using Identity-Based Encryption with added
a secret key, in order to provide privacy in accessing the
user data stored on cloud. In this proposed system, work
and improvement done in two areas:

e  Security Enhancement:

In security enhancement, Random Encryption Key is
generated to provide privacy in accessing user stored
data on cloud. Another thing is that it is identity- based
encryption that means only a particular user can access
his/her stored on cloud using cloud provided private
key. Through a verification send on the registered
email-id, then only user can store and access his data
on cloud.

e Encryption Algorithm:
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In based paper, AES(Attribute Based Encryption)
algorithm is used but in the proposed system,
AES(Advanced Encryption Standard) algorithm is
used to enhance the security on cloud.

Proposed Algorithm:

The Advanced Encryption Standard (AES), also known
as Rijndael (its original name), is a specification for
the encryption of electronic data established by the
U.S. National Institute of Standards and
Technology (NIST) in 2001.

AES is based on a design principle called as a substitution-
permutation networkcombination of both substitution and
permutation, and is fast in both software and
hardware.Unlike its predecessor DES, AES does not use
a Feistel Network. AES is a variant of Rijndael which has
a fixed block size of 128 bits, and a key size of 128, 192,
or 256 bits. By the contrast, the Rijndael specification per
se is specified with block and key sizes that may be any
multiple of 32 bits, both with a minimum of 128 and
maximum of 256 bits.

AES operates on a 4 x 4 column-major order matrix of
bytes, termed as the state although some versions of
Rijndael have a larger block size and have additional
columns in the state. Most AES calculations are done in a
special finite field.

PROPOSED BLOCK DIAGRAM:
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PROPOSED FLOW DIAGRAM:

PROPOSED SET OF OPERATION:
Initially click on client on home page.
Firstly user register himself on cloud.
Login using registered username.
Upload the file or to be stored on cloud.
Give file name and note file no. and key.
Click on upload.
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7. To view data click above on database and logout.

8. Send request for key.

9. Login to pkg for key (username Pkg and password
pkg).

10.Scroll down and select username then click on key
generation.

11.Go to home page and click on key generation.

12.Now login using Admin id and password admin.

13.Select username and file name from Admin Key
Generation.

[ START ]

'

Register User

|

Upload file to store on cloud

|

Generating Random Encryption Key to encrypt
data

Send request to generate private key (by third party)

v

Send request for Admin approval

'

Now user can access data with Cloud Key
(Private) & Encryption Key

'

]

IV. MPLEMENTATATION RESULTS:

14. Enter Encrypted Key.

15. Then click on send key.

16.Go to home page and click on Cloud.

17.Login using registered username and password.
18.Click on View Keys.

19. Note down the cloud key.

20.Click below to view original data.

21. Enter filename and Cloud Key then click on Verify.
22. Enter Encryption Key to view the saved data.
23.Logout.

Step: 1 initially open home page.
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Identity Based Encryption with Dutscurced Revceation in Cloud Computing
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Step: 5 Choose a file user want to store on cloud. Then
click on “Upload File” and logout from user id.

Step:2 Click on the “Client”.
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Identity Based Encryplion with Dulscurced Revecation in Cloud Computing
Home  Client  Register Here

Step: 3Click on “Register Here”
Step: 6 Click “ok” on the dialog box. Then give file name

New users register by username id and password and fill and key. Click on upload.
all correct details like email id asked. Then click on
. VR st X @i
“Submit”. = z
Identity Based Encryption with Dutscurced Revccation in Cloud Compuling
€ € 3 locamost = Welcorms Nikks Log oat

Identity-Based Encryplion with Dulscurced Revccation in Cloud Computing

Step: 4 Login using Username and password. Then click Step:7 Then a check box comes click “yes”.
on “Login”.

WWW.ijspr.com IUSPR | 157



INTERNATIONAL JOURNAL OF SCIENTIFIC PROGRESS AND RESEARCH (1JSPR) ISSN: 2349-4689
Volume-25, Number - 03, 2016

| (s

€ 9 X Dlocahost

Identily-Based Encryption with Dutaourced Revceation in Cloud Computing
Weicome NiekiLog oat

Step:11 Scroll down and select username, then click on
send key.
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Identity-Based Encryplion with Dulscurced Revccation in Cloud Compuling
Home  FileUpload  SendRequest  ViewKeys
Wocome Nikki Log o

Step: 9 Now click on “Send Key Request”. Select  gtep:12 Go to home page and click on “Key Generation”.
requested file and send request to Generate Package Key  Now login using Admin id and admin password.
and Logout.
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Step: 13 Click on “Send Key” below Package Key
Step: 10Go toclientthen login using Pkg id and pkg Generator. Note down the Encryption Key.
password.
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Step: 14 Below Admin Key Generator select username Step:17 Click on view keys”. Note down the cloud key.

with filename and click on “Send Key”. e
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Step: 18 Now click below on “view original data”. Enter

Step:15Enter the Encryption Key, click on “ok” and file name and cloud key. Then click on “verify”.

Logout. iz
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IeentityBased Encryplion with Oulscurced Revecation in Cloud Computing
Home  LogOut
Welcome Nikki Log out

File Content:
Ealer You File Name:

Eater Your Cloud K

Step: 19 Now enter Encryption Key and click on “ok”.
Step:16 Go to Cloud. Login using username.
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Step: 20 As a result file content is visible and Logout.
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Table 1: System Parameter Comparison

Parameters

Existing System

Proposed System

Security Levels

Three Level Security

Four Level Security

Private Key Generation

Using Random Key Only +

Using Random Key

Using Email ID

Encryption Technique

Attribute Based Encryption (ABE)

Advanced Encryption Standard

(AES)
Package Key Generation Third Party Third Party
Database Cloud Cloud
User Authentication Administrator Administrator

V. CONCLUSION AND FUTURE WORK

Using Identity-Based Encryption with added a secret
private kKey , user store their data or file on cloud using
cloud key and can only particular user can access that data
or file from cloud by registering initially on cloud. This
enhances the security to the user data or file stored on
cloud and also increase the attackers time while trying to
steal the information. This also provided privacy to the
users for storing their confidential file on cloud and using
cloud key user can access the file. In this dissertation,
levels of security are increased.

In keeping mind all the parameters, in future we can
further improve this system by applying new techniques in
order t0 enhance more security. Some another algorithms
can be used to provide more accuracy and security to the
system.
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