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Abstract-Telemedicine is the approach towards implementing

medical findings and diagnosis of various diseases and
transmitting over public network or rather say go digital. This
initiative was invented for the purpose of ease of access as well as
quick diagnostic approach towards medical emergencies, although
this has got majority of benefits but it has also got a highlighted
limitations based on the security of the medical reports. This is the
major obstacle to provide confidentiality, integrity, and
authenticity for medical images or reports. Present work proposes
a method for the authentication of medical images. This paper
focuses on encryption of Fundus images based on a hybrid
algorithm. Digital Retinal Fundus Images helps to detect various
ophthalmic diseases by detecting morphological changes in optical
cup, optical disc and macula [2].
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I.

INTRODUCTION

The Healthcare institutions now a days are into the
requirement of exchange of medical data or rather say
medical findings for various purpose of diagnosis, medical
emergencies, lack of specialists around patient for immediate
treatment etc.. but above all these requirements and having an
advantage of providing quick medical services Telemedicine
also has drawback of secured data. Since Telemedicine is
nothing but exchange of medical information over public
network, the question of security will always be a concern.
The implementation in secured telemedicine application must
provide three basic requirements. Confidentiality, integrity
and authentication. Traditional method which was used was
encryption, which is the process of encoding data and only
authorized entity was having an access. Similar technique of
Digital watermarking was developed and used for encryption
or say for covered data. Digital Watermarking is the process
of embedding a watermark in a multimedia object.
Watermark can be considered as a kind of signature that
reveals the owner of the multimedia object. Content
providers want to embed watermarks in their digital content
for several reasons like copyright protection, content
authentication, tamper detection etc. [5]
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Here we have suggested a combined technique which
combines encryption and digital watermarking in order to
provide the required authenticity and integrity [1]. The image
or scan is divided into two regions: ROI i.e. Region of
Interest and RONI i.e Region of not interest. Now ROI part
is responsible for generating unique Hash value whereas
RONI part is responsible for embedding the encrypted
algorithm and water marking the image.
A cryptographic watermark and patient’s medical
information is embedded in the covered image before being
transmitted over public network. On the receiver’s side, this
watermarked and encrypted image is sent for the exact
reverse process of extraction in order to receive or capture
original data. The proposed algorithm is implemented in
frequency domain using Discrete Wavelet transform and
Line tracking and vein segmentation algorithm is used for
encryption.
This paper is organized as follows section I is brief
description of Retinal Fundus Image and implementation of
line tracking algorithm for vein segmentation is described. In
section II Digital watermarking is described in section III
Proposed algorithm is explained. In section IV Results and
finally conclusion and references.
II.

RETINAL FUNDUS IMAGE

The retinal images provide vital information about the health
of the sensory part of the visual system. Retinal diseases,
such as glaucoma, diabetic retinopathy, age-related macular
degeneration, Stargardt’s disease, and retinopathy of
prematurity, can lead to blindness manifest as artefacts in the
retinal image [17]. Fundus Imaging involves capturing
images of the back of the eye i.e Fundus. Specialized
cameras are used in such imaging. It mainly captures retina,
optical disc and macula.
Here in this research where specifically retinal fundus images
are encrypted, the coloured image is converted to green
channel and then the encryption process is initiated. After
conversion into green channel, the image needs to be
classified into ROI and RONI region. ROI region is nothing
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but finding the affected vein in the retinal image and this is
achieved using line tracking algorithm.
Line tracking method used to trace a line on image with
certain angular orientation and diameter. By utilizing the
image histogram, the pixel area boundaries will be
determined to be tracked by the threshold value
corresponding to the frequency of intensity image [18]. Once
the tracking area is fetched, the initialization process for pixel
tracking starts by taking references for pixel neighbours with
a direction and a predetermined diameter of a pixel. Now for
tracking the vein, the pixel which have the highest weight
and whose value will exceed a predetermined threshold
weight will be selected. If it is not eligible than re
initialization process starts for early pixels. If it meets the
eligibility criteria, then the pixel is marked as a line.
III.

DIGITAL WATERMARKING TECHNIQUE

The process of embedding a watermark in a multimedia
object is termed as watermarking. Watermark can be
considered as a kind of signature that reveals the owner of
multimedia object. It is required for several purposes such as
copyright protection, content authentication, tamper detection
[5]. The digital watermarking implemented in the proposed
algorithm provides authentication, integrity as well as tamper
localization at different levels of DWT HL sub bands.
Authentication watermark will embed patient’s information
in image. Unique computed has value from ROI is
watermarked at level 2 DWT HL sub band and will provide
Integrity. At level 1 sub band of DWT computed CRC -16 of
ROI is watermarked for tamper localization. Finally all the
three watermarked of an RONI image is combined with ROI
and Watermarked image is created.
IV.

PROPOSED ALGORITHM
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The proposed algorithm follows the separation of ROI and
RONI region form the image. The image is sent for preprocessing and coloured image (RGB) is first filtered and
converted to green channel image. Hash value is computed
for the purpose of watermarking and to provide integrity to
the image from ROI (Region of Interest) i.e. nothing but the
affected area of the retina or rather say affected blood vessels
are captured from ROI. Even CRC – 16 is calculated for the
purpose of fetching the tamper localization watermarking.
Now that the ROI is fetched and both the required data for
encryption is calculated, the image is again passed through 3
level DWT (Discrete wavelet transform) for embedding
different watermark into an RONI image for secured
transmission. Every level of DWT will generate different
multi resolution sub bands. HH, HL, LH and LL. Out of
which Only HL band is sent for further decomposition and
application of another level of DWT. And other sub bands
are sent for embedding watermark at 3 different region as
shown in figure. Finally Both ROI and RONI is combined to
generate encrypted retinal fundus image.
V.

EXPECTED RESULTS

The proposed algorithm will be proving authentication,
integrity, and security for Retinal Fundus Image by different
level of watermarking techniques. Authentication is achieved
by embedding patient’s information watermark into HL3 sub
band. Improved integrity and security will be provided by the
proposed model as well as tamper localization will be much
more accurate to find out the affected area of transmitted
image. The imperceptibility and robustness can be achieved
by higher PSNR (Peak Signal – to Noise Ratio) and Zero
mean so the extracted watermarked image at receiving end
will be same as original image.
a.

Original Retinal Image

Fig. 1 Digital Watermark Embedding Process [1]
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b.

Pre processed Green channel Image
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PSNR and SNR Values:
PSNR and SNR should range from 20 – 40db.
VI.

CONCLUSION AND FUTURE SCOPE

The proposed research will be implemented and tested on
Retinal Fundus image. The Retinal image is converted into
green channel image and then it will be further processed for
encryption and embedding watermarking. The same
perspective can be implemented for all the medical images
for secured transmission. The future scope for this is
advancement can be made by using different error correcting
codes such as hamming code, ECC code etc. another
variation can be made by reversing the whole process i.e.
instead of RONI embedding. ROI can be watermarked, exact
reverse process of the proposed algorithm.
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